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Abstract. Online social platforms are becoming increasingly popular as they offer 

an inexpensive tool to share information to millions of users around the world. 
However, sharing of data on these platforms does not only have positive effects. 

This research paper aims to narrow gap in the literature by identifying effects of 

unintentional sharing of data on Facebook on regular users by using qualitative 
research methods. Semi-structured interviews with both users and experts reveal that 

users are affected in terms of privacy, security, advertising, profiling and 

psychological influence when they share data on Facebook. The paper contains 
sections where results are analyzed and discussed and concludes with the 

recommendation on how to raise awareness of users about data sharing policies and 

practice.  

Keywords. Data sharing, unintentional, Facebook, awareness, effects, security, 

advertising, privacy, profiling, influence 
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Introduction  

In recent years, online social platforms became gradually popular which supported its 

use for knowledge sharing (Ma & Chan, 2014). Information and communication 

technologies might help support knowledge sharing to certain extent (Hendriks, 1999). 

Nowadays it is possible to share knowledge on the Internet in various ways in a contrary 

to the past when this did not occur. This allows users to exchange knowledge without 

ever meeting face-to-face (Hsu, Ju, Yen & Chang, 2007). Beyond that, a new computer-

mediated communication tools have been developed, also known as social media which 

offer new features that allow the extensive knowledge sharing (Ellison, 2007). The users 

adapted online social platforms in their lives to satisfy their will to interact with others 

(Chang & Chuang, 2011). Moreover, there has been a growth of the use of social media 

as a knowledge sharing tool (Majchrzak, Faraj, Kane & Azad, 2013). In 2012, it was 

found that social technologies at different levels of maturity are used by four out of five 

companies (Overby, 2012) and 86% of managers think that the social media will be 

significant to their organization in three years (Kiron, Palmer, Phillips & Kruschwitz, 

2012) and in December 2013, the average of active users was 757 million per day (Tam, 

2012; Facebook, 2014). 

Thus, a great amount of data is created on social media such as Facebook (Chen, 

Chiang & Storey, 2012) but at the same time the amount of data is becoming beyond the 

human capacity to process (Castillo, 2016) as only a small amount of knowledge shared 

on social platform is actually useful for the users (Ma & Chan, 2014). At the same time 

the content-sharing sites and social networks keep growing (Kietzmann, Silvestre, 

McCarthy & Pitt, 2012). Therefore, the new challenges will increasingly continue to 

emerge such as comprehension of new feature and its implication for users (Kietzmann 

et al., 2012). Moreover, it occurs on social media that the data is shared unintentionally 

without user being aware of it (Chawdhry, Paullet & Douglas, 2013) and therefore the 

main research question of this paper arises: What are the effects of unintentional sharing 

of data on Facebook on individual users? 

 This paper aims to narrow this gap in literature by providing a literature review 

focused on the motivation to share knowledge with a closer description of honeycomb 

model which is used to describe the motivation to be present and share on social media. 

The second part of literature review focuses on the overview of data storing on Facebook 

and the final part describes the effects of sharing knowledge on social media. The 

theoretical framework’s objective is to provide a model which explains the dynamics 

between motivation to share, intentional and unintentional sharing on Facebook and 

effects of this sharing on users. The paper also contains sections that describe the 

collection and analysis of data as well as conclusion and recommendation based on the 

analysis. 
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1. Literature review  

1.1. Knowledge sharing motivation 

Knowledge sharing can be defined as ability to distribute the acquired knowledge to 

others within an organization (Ryu, Ho & Han, 2003) or the relationship between two or 

more parties where one has knowledge and the other obtains knowledge (Hendriks, 

1999). However, there are factors which affect the individuals’ motivation to share such 

as lack of trust or lack of sharing opportunities. It is likely that the effortlessness of 

sharing also affects one’s inclination to share (Gagné, 2009). Various studies deal with 

the motivation factors which influence the willingness of knowledge sharing and offer a 

number of models dealing with this topic using the theory of planned behaviour and self-

determination theory (Gagné, 2009), information and communication technology (ICT) 

and its effect on the ease of knowledge sharing (Hendriks, 1999) or evaluating motivation 

intentions from the perspective of theory of reasoned action (Lin, 2007).   

The paper by Kietzmann et al. presents a model (Figure 1) consisting of seven 

building blocks that allows understanding of configuration of distinct social media 

functionalities (Kietzmann et al., 2012). These blocks serve as a base to understanding 

the user’s behavior on social media (Kietzmann et al., 2012). In this paper, the model is 

used to portray the motivation to be present and share on social medias from the 

perspective of a user.   

 

 
Figure 1. Social media functionality. 
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1.1.1. Identity 

The depth to which users choose to expose their true identities on social media is 

described by the identity block. This block can also refer to the extent to which the social 

media site permits or requires users to share their identities (Kietzmann et al., 2012). The 

identity in this sense means elements such as name, age, gender or location but it could 

also refer to more subjective information that is exposed through conscious or 

unconscious ‘self-disclosure’ of private information (Kaplan and Haenlein, 2010). 

Moreover, the world of social media allows user to reinvent themselves by creating new 

identities (Zhao, Grasmuck & Martin 2008, p.1818). This is performed by sharing ideas, 

feelings or opinions in an attempt to be perceived as the person they wish to be (Donath, 

1999). This is possible on social media as it is not possible to easily validate claims online 

(Kietzmann et al., 2012). 

1.1.2.  Group  

The second block introduced in the model is the group block. This block refers to one’s 

network on social media. As user’s network grows, the bigger will also become the group 

of friends, followers and contacts that will eventually lead to a great number of online 

identities as individuals can belong to any number of communities (Kietzmann et al., 

2012). This block describes the degree to which a user can create and join communities 

that are either open to anyone, closed (approval needed) or secretive (invitation only) 

and the extent to which the user is in control of their membership (Godes and Mayzlin, 

2004; Tinson and Ensor, 2001).  

1.1.3.  Relationship 

The relationship block is focused on the relationships that exist on social media and their 

direct impact on the identity and groups. This is particularly important when observing 

what kinds or relationships users maintain as important in networks with a large number 

of members (Kietzmann et al., 2012). 

1.1.4.  Reputation 

The next building block is focused on reputation. Reputation has an essential role on 

social media and in a lot of cases this is accomplished by qualitative data related to the 

shared content by users such as number of followers, view counts of videos or for liking 

content on Facebook (Kietzmann et al., 2012). From the perspective of firms, 

relationship management by branding through real pictures or images can cause a good 

reputation which will later impact future purchases favorably. However, it is also 

important to note that this connection can also cause negative associations which would 

impact a reputation harmfully (Kietzmann et al., 2012). 

1.1.5.  Presence 

This block describes the degree to which the users know the accessibility of other users 

at a certain time. This includes the knowledge of where others are (either in the virtual 

or real world) and when they are available, busy or on a break (Kietzmann et al., 2012). 

The presence in virtual world is directly connected to a wish to communicate and engage 

with other users in real time and to obtain more significant interactions (Elaluf-

Calderwood, Kietzmann & Saccol, 2005). 
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1.1.6.  Conversation 

The conversation block portrays the degree to which users communicate with each other 

on social media. A lot of social media networks are designed to support connections 

where the users can meet others, secure a job, find true love or stay aware of trending 

topics and innovative ideas. Specifically, on social media such as Facebook, users create 

relationships and conversations based on trust, comparable opinions and other types of 

mind-likeness (Kietzmann et al., 2012). 

1.1.7.  Sharing 

This block focuses on the level to which the users receive, share and exchange the content 

(Ozanne and Ballantine, 2010). The honeycomb block concentrates on two motivations 

users might have to share content: intrinsic or extrinsic (Ryan & Deci, 2000). Intrinsic 

motivation is based on the involvement or interest in the activity such as being curious, 

enjoy, accomplish or gain peer recognition while extrinsic motivation is based on 

external reward which is not part of activity such as money, evaluation or promotion 

(Ryan & Deci, 2000). 

1.2. Facebook data policy  

As mentioned, the invention of Internet offered a not expensive tool to share information 

and knowledge to millions of individuals all over the world. On top of that, online social 

platforms offer the communication tool which is unaffected by limitations such as time 

or place (Chang & Chuang, 2011). Most of the knowledge posted on social media is 

made public and visible not through a one-to-one communication but through a post open 

to a crowd such as a tweet or a blog (Fulk & Yuan, 2013). This allows the receivers to 

use, adjust or interpret the knowledge in any way they would like (Majchrzak et al., 

2013). However, on the other hand the challenge faced by knowledge sharing is the fact 

that the knowledge management is becoming increasingly crucial as huge amounts of 

data are created on social media such as Facebook or Twitter (Chen, Chiang & Storey, 

2012). Facebook belongs to social media which collects large amounts of personal and 

sensitive data through many services which individuals accept by click-wrap agreements 

and contracts of privacy policy (Bechmann, 2014). Clearly, the exact information about 

what data Facebook actually collects and finds can be found in their data policy. 

However, there are a few interesting matters regarding this (Facebook Data Policy, 

2018). Firstly, there are statistics suggesting that most of the individuals using social 

networks do not even read the agreements and contracts concerning privacy policies both 

from the actual social network and third-party applications as well (Solove, 2013). 

Another matter is that the users are more concerned with their social privacy in 

comparison to their institutional privacy. This means that they are more worried about 

regulating their data within their social circle rather than how Facebook uses their data 

(Raynes-Goldie, 2010). 

Moreover, the data such as first name, last name, location, zip code, street and 

email address, phone number and photos are shared by users when creating their profiles 

on Facebook (Chawdhry et al., 2013). However, as mentioned, Facebook stores large 

amounts of data that goes beyond this (Paullet & Pinchot, 2012). As most of the users 

do not read the privacy policy (Bechmann, 2014), the paper by Helmond (2014) offers 

an analysis of Facebook’s data and privacy policies which went into effect on January 

1st 2015. Firstly, the goal of Facebook is to make the world more connected from the user 
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perspective. On the other hand, the policy shows that this is done through the connection 

of more external websites and applications to Facebook in order to get more data for 

advertisements. To be more specific, some examples of what Facebook gathers are all 

content and data created while using Facebook, all data that the other users produce about 

you while using Facebook, all contacts from your phone if you choose to synchronize 

and all data from devices that use Facebook, information from accessing external 

applications and websites that are connected to Facebook. In policy from 2015, it is 

specifically mentioned that Facebook is tracking the users with a goal of collecting data 

(Helmond, 2014). In addition to that, the tracking of non-Facebook users by Facebook 

was also established through the cookie policy (Roosendaal, 2010). Finally, Helmond 

mentions that friends of a user have a possibility to make user’s private information 

public by simply re-sharing the original link. All they need is to have their sharing 

settings set as public (Helmond, 2014). And the similar thing happens with the apps as 

the friends on Facebook are the ones to decide what data of their friends is shared with 

their applications in their application settings. Therefore, it is extremely difficult to 

control where the data is shared as not only the user can control it but also their friends 

(Helmond, 2014).  

1.3. Effects of sharing 

1.3.1.  Positive effects of sharing  

The behavior of both individuals and organizations has been adapted in knowledge 

sharing due to the quick development of online communities. The users spend time in 

these communities with a goal to gain knowledge, solve issues, increase their individual 

competencies, improve professional knowledge or generate innovations (Chen, Du, Li & 

Fan, 2017). From the perspective of organizations, the value of the online communities 

consists of their development as a valued information platform which supports 

knowledge management for information sharing (Gongla and Rizzuto, 2001). The paper 

by Chen et al. (2017) states that knowledge sharing is linked to co-creation where both 

receivers and contributors gain from the cooperation and knowledge sharing. Thus, co-

creation could be also looked at as an exchange of resources (Chen et al., 2017). Other 

scholars defined co-creation as a process where participants in online communities 

actively take part in co-creating value together with others (Agrawal and Rahman, 

2015; Grönroos and Voima, 2013; Prahalad and Ramaswamy, 2004). Also, the 

value co-creation is supported by knowledge sharing activities (Chen et al., 2005) 

and being active in the process of co-creation is a significant source of value 

(Nambisan & Baron, 2007). Finally, the study conducted by Chen et al.  (2017) 

supported the fact that knowledge sharing behavior affects customer learning value, 

social integrative value and hedonic value in a positive manner. More specifically, 

it was found that it is possible to use Facebook as a learning environment supporting 

discussion and knowledge sharing (Kurtz, 2014). Further motivation and effects of 

using social media are described above were described above in sections 1.1.1-

1.1.7.  

1.3.2.  Negative effects of sharing  

However, knowledge sharing in social communities can also possibly have negative 

effects. Specifically, social media sites such as Facebook allow cybercriminals to 

target their victims. The information they need is many times provided directly by 

https://www-emeraldinsight-com.proxy.uba.uva.nl:2443/doi/full/10.1108/IDD-11-2016-0043
https://www-emeraldinsight-com.proxy.uba.uva.nl:2443/doi/full/10.1108/IDD-11-2016-0043
https://www-emeraldinsight-com.proxy.uba.uva.nl:2443/doi/full/10.1108/IDD-11-2016-0043
https://www-emeraldinsight-com.proxy.uba.uva.nl:2443/doi/full/10.1108/IDD-11-2016-0043
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the users in the manner of photos, status updater or other interests they share on 

social media (Paullet & Pinchot, 2012).  

The main reason to use Facebook from users is to socialize online. However, 

there are also individuals who use social media to take advantage of posts that users make 

publicly available (Paullet & Pinchot, 2012). This means that all the information that 

users willingly post online can offer cybercriminals information they use to stalk, kidnap 

or steal one’s identity (Flinn, Teodorski, & Paullet, 2010). 

Furthermore, it is possible that individuals using social media such as 

Facebook are sharing more data than they are aware of. Even though, social media 

network states they protect the information of the user in a way that it can only be 

seen by users connected to their account, it is also a fact that users’ data can be 

many times seen by third-party applications. This occurs when an individual clicks 

for example on the advertisement where they must accept the terms of service. This 

allows application to see their data (Paullet & Pinchot, 2012). The study by Paullet 

and Pinchot (2012) even revealed that participants who believe they understand the 

privacy settings on Facebook often accept friend requests from individuals who they 

never met in person and subsequently share a large volume of personal data with 

them. Moreover, another study by Krishnamurthy and Willis (2009) found that it is 

possible for third parties to connect personal information accessible on social media with 

one’s actions both on and off the site to involve tracking cookies and applications from 

a third party. Thus, these applications are becoming a concern from the privacy and 

unintentional sharing point of view as many times users are not even aware that they 

allow third parties to access their personal data (Chawdhry et al., 2013). 

Moreover, it is not only third parties which have access to personal data. 

The recent study by Cabañas, Cuevas and Cuevas (2018) focused on Facebook and its 

use of sensitive data, more specifically on online advertising based on the 

exploitation of personal information of its users. The paper considers Facebook the 

second most significant advertising platform and states that the processing of 

certain users’ personal data was not in compliance with then approaching EU 

GDPR. Thus, the study also shows that the processing of some users’ data may lead 

to privacy risks such as phishing-like attacks based on assigned advertisement 

preferences (Cabañas, Cuevas & Cuevas, 2018). 

1.4. Theoretical framework   

The theoretical framework (Figure 2) was created based on the concepts identified 

throughout the literature review described in previous sections. The effects of 

unintentional sharing of data on Facebook identified in literature review were 

advertising, privacy and security. The fourth effect, profiling and psychological 

influence was recognized and added after conducting the analysis of collected data. 
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Figure 2. Theoretical framework. 

2. Methods  

Inductive qualitative research methods were used to conduct this research. Explorative 

strategy was adopted in order to gain a better comprehension and insights to the 

researched topic. This implies both theoretical and empirical part of the research (Van 

Tulder, 2012). In this research, first the literature review was completed. Based on this, 

the gap in literature was identified and research question was formulated. After that, the 

literature was examined again to recognize key concepts to design a theoretical 

framework. 

To carry out the empirical part of the research, semi-structured interviews were 

chosen as a fit for the inductive and explorative nature of this research. Semi-structured 

interviews provide a deeper understanding of interviewee’s perspective and offer insights 

of what interviewee perceives as significant or relevant (Bryman, 2015, p.466).   

 First, the interview questions were derived from the theoretical framework and 

two test interviews were done to assess the quality and clarity of the questions. After 

conducting and transcribing the test interviews, interview questions were slightly 

modified.  

 Based on literature review and theoretical framework three sets of interview 

questions (Appendix A) were created for three categories of interviewees. The three 

categories were regular users/non-users of Facebook, marketing and security/data 

management experts (among which were both users and non-users of Facebook). All sets 

of questions covered the theoretical framework by identifying motivation of users to be 

or not to be present on Facebook, the extent to what they are aware of data sharing and 

whether and in what ways are they affected by unintentional sharing of data. The decision 

to also interview non-users or individuals who recently deleted Facebook came after the 
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first ten interviews were completed in order to get different perspective and possible 

different reasons, understanding or motivation to use Facebook. Five extra questions 

were asked the interviewees in case they were non-users or recently deleted Facebook 

(Appendix A). The expert categories of marketing and security/data management experts 

were based on the original theoretical framework that came out of the literature review. 

This theoretical framework contained three effects; privacy, security and advertising. 

Therefore, security/data management experts were selected to be interviewed as they 

understand privacy and security issues as well as what is possible to do with data. 

Likewise, marketing experts were chosen to be interviewed to provide insights into how 

the data on social media is used for advertising purposes.  

 Overall, two test interviews, ten user/non-user interviews, four marketing expert 

interviews and nine security/data management expert interviews were conducted. All 

twenty-five interviews were transcribed, coded, analyzed and are further described and 

discussed in the results and discussion sections. Bryman writes that saturation if 

considered, might play a role in ceasing of data collection (Bryman, 2015, p.418). In this 

research, the data saturation was used as a criterion to conclude data collection.  

 The transcribed interviews were analyzed by both coding and thematic analysis. 

Based on this, coding tables (Appendix B) were developed to highlight significant 

findings. The analysis of the interviews was not statistical but rather qualitative based on 

researcher’s personal judgement due to the explorative nature of research. Subsequently, 

the results of analysis were compared to the results of literature review and theoretical 

framework. The final theoretical framework was adjusted based on the results and the 

interpretation.  

3. Results  

As mentioned, the interviewees were split into three categories, users/non-users, 

marketing and security/data management experts. Overall twelve users/non-users were 

interviewed out of which two interviews were test interviews. The sample is very diverse 

in terms of demographics as users are coming from Argentina, Philippines, Australia, 

Germany, United States, Finland, the Netherlands and Slovakia. The users/non-users also 

came from a diverse educational focus. Out of ten participants in this category, seven 

actively use Facebook, one has an account but does not actively use it, one recently 

deleted Facebook and one never had a Facebook account.  

The category of marketing experts consisted of four interviews. All interviewees 

had experience with Facebook both professionally and in personal life. The interviewees 

also come from diverse demographic background such as the Netherlands, Greece, 

Lithuania and Mexico.  

Security/data management expert category consisted of nine interviews. Seven 

interviewees were from the Netherlands, one from Slovakia and one from the United 

States.  

The goal of the interviews was to compare the view of users and experts to existing 

literature and theoretical framework described earlier in this report. The coding tables 

that were used to finalize the results contain relevant quotes from all the interviewees 

and are included in Appendix B.  
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3.1. Findings 

• Motivation – most of the users and experts expressed the main reason of the 

user presence on Facebook is to stay in touch and connected with friends. 

• Awareness of what data does Facebook store – the majority of users and experts 

stated that the regular users are not fully aware of what is happening with the 

data they share and that the majority does not understand what data is being 

collected. 

• What does Facebook do with data – most of the users were not sure what 

Facebook does with data. However, all marketing experts stated that the data is 

used to create profiles and personas of users to target them better with 

advertising campaigns. The security/data management experts expressed 

concern that most of the regular users have no comprehension of how data can 

be analyzed and used and it is only possible for them to understand it on a 

surface level.  

• Advertising- the majority of interviewees agreed that the data shared on 

Facebook is used for marketing and advertising purposes which affects users by 

specifically tailored advertisements. According marketing experts, the data is 

used to create personas and profiles of users in order to target as specific as 

possible.   

• Privacy – the majority of participants believe that they do not have a full control 

or understanding of their privacy settings and the majority stated that their 

privacy is affected by data sharing.  

• Security – most of the users and experts stated that the security is being affected 

by data sharing. The data management expert from Dutch Police stated that 

there already are cases to prove that criminals use different social media to 

connect data.  

• Impact on the motivation to share – majority of marketing experts and some of 

data management experts stated that the effects of unintentional sharing of data 

affect motivation to share content on Facebook. However, on the contrary, most 

of the users stated that these effects do not affect their motivation to share 

content on Facebook. 

• How to raise awareness –  more awareness about data should be raised by visual 

representation campaigns on TV and other media or discussions at schools. 

Several Dutch experts mentioned government and Postbus 51 as possible 

awareness campaign leaders in the Netherlands.  

• What can Facebook do? – the majority of participants mentioned visual 

representation (e.g. tutorial) honesty, transparency or easy to read document 

about their data policy and practice as a recommendation to Facebook in order 

to boost the motivation of users to share and be present on Facebook.  

• Profiling and psychological influence – this concept was uncovered only in the 

expert interviews. The marketing experts were aware about the profiling and 

creation of personas based on shared data as a tool to target advertisements to 

users as specific as possible. However, numerous security/data management 

experts mentioned using of digital profiles of users to psychologically influence 

their opinion or move users to certain behavior.  
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4. Analysis  

As mentioned in the methods section, before the interviews were carried out, the 

theoretical framework based on literature review was constructed. The semi-structured 

interviews aimed to confirm all parts of the framework and to uncover additional 

insights. The interviews confirmed privacy, security and advertising effects. In addition 

to that, the new effect profiling and psychological influence was discovered. The analysis 

is based on the results of collected data. The results and findings come from the coding 

tables (Appendix B) which highlight the most important and relevant quotes gathered in 

interviews. All the interviews were transcribed and coded in order to identify significant 

findings.   

4.1. Motivation 

Firstly, the theoretical model uses the honeycomb model (Figure 1) to depict the 

motivation of users to be present and share on Facebook (Kietzmann et al., 2012). This 

model is widely used and referred to in literature (e.g. Helms, Booji & Spruit, 2012; 

Smits & Mogos, 2013; Stamati, Papadopoulos & Anagnostopoulos, 2015). The aim of 

this research was neither to confirm nor extend this model but to answer the research 

question: What are the effects of unintentional sharing of data on Facebook on individual 

users? Therefore, the interviews mainly focused on the unintentional sharing of data and 

its effects on users and only briefly touched the topic of users’ motivation to be share 

and be present on Facebook. The majority of interviewees stated that their main 

motivation to be present on Facebook is to stay in touch 

and connected with friends which is in line with the 

honeycomb model (Figure 1). However, the interviews 

did not further focus on specific blocks to examine the 

motivation in greater depth.  
 

4.2. Awareness and data 

The next part of theoretical framework focuses on the data users share both intentionally 

and unintentionally on Facebook/third party applications and to what extent they are 

aware of it. As stated in the literature review, users are often not aware that they 

unintentionally allow third parties to access their data as well as they simply share more 

data on Facebook that they are aware of (Chawdhry et al., 2013; Paullet & Pinchot, 

2012). The interviews with both users and experts revealed that the regular users are not 

aware of what is happening with data they share on Facebook or what data is actually 

being collected. In addition to that, the majority of users were unaware of what Facebook 

does with their data. However, all marketing experts stated that the data is used to 

enhance marketing campaigns by using data 

to create profiles and personas which allow 

easier targeting of users. The security/data 

management experts stated that the Facebook 

users have no understanding of possible data 

analysis and usage and if they do, it is only 

comprehension on a superficial level.   

 

“Connecting with 

friends all over the 

world” (Interviewee 4). 

“Real users don’t really 

understand how the data can be 

used, their data can be used or is 

being used” (Security/data 

management expert 9).  
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4.3. Effects  

The effects of unintentional sharing of data found in literature and included in the 

theoretical framework were advertising, privacy and security. All of them were 

confirmed as well in the interviews with both users 

and experts. For advertising, the data is used to 

create specifically tailored advertisements to target 

as specific as possible. Also, the majority of 

interviewees expressed that they do not believe to 

have a full control or understanding of their 

privacy settings on Facebook and that both their 

privacy and security is affected by data sharing. In 

addition, the data management expert from Dutch 

Police mentioned that the police already have cases 

to prove that the criminals use social media to 

collect data.  

In addition to above mentioned effects, 

the new effect was uncovered in interviews with 

experts which is profiling and psychological 

influence. As mentioned, marketing experts 

described that the data is used to create profiles 

and personas of users in order to better target them 

and potentially affect their product buying 

decision making. The security/data management 

experts elaborated on this even further when they 

mentioned creating of digital profiles of users with 

an aim to psychologically influence their opinion 

or possibly move them towards certain behavior 

such as stimulate voters. The profiling and 

psychological influence effect is further discussed 

in the next section.  

4.4. What can be done? 

As mentioned in the results section, both users and experts provided valuable insights on 

how to raise awareness about unintentional data 

sharing. The questions about raising awareness 

were included in the interviews in order to create a 

recommendation for the future. The literature 

review revealed that users are not often aware of 

what data they share (Chawdhry et al., 2013). Also, 

the literature shows that the majority of users do not 

read terms and agreements on social networks 

(Danmarks Statistik, 2011). Therefore, both users 

and experts were asked to suggest what can be done 

about this. The most common recommendation was 

to use campaigns containing visual representations on TV and other media or discussions 

at school. Multiple Dutch experts also mentioned that the government should be involved 

in this process in the Netherlands as well as Postbus 51.  

“They connect data from 

Facebook, LinkedIn, other 

social media and they just as 

we do it with criminals, they 

can do it the other way around 

and we know that they do it 

because we have cases to prove 

it” (Security/data management 

expert 9).  

“I really think that what 

Facebook did with Cambridge 

Analytica, that it really 

affected, if you read what they 

did with the information, like 

potential Trump voters, were 

stimulated to vote for Trump. 

And potential Clinton voters, 

were stimulated not to vote, I 

think it really did have an 

impact, Brexit same way” 

(Security/data management 

expert 9). 

“I think school for 

children is very important, to 

be addressed in class. And 

parents to children, also from 

government campaigns to 

make people aware” 

(Security/data management 

expert 2). 
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Moreover, when it comes specifically to Facebook, both experts and users 

expressed the opinion that visual representation such as tutorial, honesty, transparency 

and easy to read document are necessary when it comes to their data policy and practice 

and should be available for users in order to increase their motivation to share and 

presence on Facebook.  

5. Discussion   

The aim of this research was to identify what are the effects of unintentional sharing of 

data on users. The theoretical framework based on literature review recognized effects 

such as privacy, security and advertising. Then, the analysis and results of collected data 

confirmed that these are the effects affecting users and in addition, the new effect 

profiling and psychological influence was identified. 

However, while conducting this research, it was uncovered that most of the users 

are not aware of what data does Facebook store or how it is used. It is also important to 

mention that the newly identified effect profiling and psychological influence was 

mentioned only by the experts and none of the users. The possible explanation for this is 

that users simply do not comprehend what can be done with data as mentioned by the 

security/data management expert: “I do not believe that large majority of users on 

Facebook understand what data is being collected, how it is being stored and what it is 

being user for” (Security/data management expert 9). On top of that, it was mentioned 

by several experts that they are only aware of the effect because they come across this 

matter at work: “I think that people are not really aware of all these details and the fact 

that I know about Cambridge Analytica is because I am working in marketing and I don’t 

think regular person not working in business would know these kinds of cases so 

basically if you don’t come across this information so you’re just not aware” (Marketing 

expert 3). Thus, this paper also offers a recommendation on how to face this matter by 

increasing awareness from both, general and Facebook perspective.  

Moreover, the decision to include profiling and psychological influence effect into 

the framework was based on the fact that both marketing and security/data management 

experts were aware of and mentioned creating personas and profiles to target users with 

more personalized advertisements: “It can create personas from all the data and therefore 

you can have more targeted marketing and that in the long term can alternate their 

perspectives or their choices” (Marketing expert 2). Additionally, it was also uncovered 

that security/data management experts had the most knowledge about possible effects on 

users as marketing experts were mostly only aware of effects caused by advertising and 

it is reasonable to state that neither marketing experts nor users would mention the 

profiling and psychological influence effect as they are not even fully aware of data 

practices or analysis possibilities.  

Another interesting controversy came up when analyzing the data concerning impact 

of identified effects on user’s motivation to share on Facebook. Most of the users stated 

that these effects did not affect their motivation to share when they were asked about the 

topic: “Not really” (Interviewee 2; Interviewee 8). However, most of the marketing 

experts mentioned that it does affect their motivation share: “Yeah, probably. I mean you 

can still share the photos of a party but probably won’t be so keen on tagging everyone 

because you’ll know that they will all know that they’re being tagged and this will be 

affecting other people so it’ll probably reduce the amount of content that people are 

sharing, especially own content” (Marketing expert 1). This again highlights the 
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difference in awareness and knowledge of data sharing practices and its effects between 

users and marketing experts. It is possible that this discrepancy occurred because 

marketing experts are more aware of the effects and thus, their motivation to share is 

influenced as well. 

Finally, another interesting outcome to mention is the perception of Dutch people 

on the role of government in this topic. Out of twenty-five interviewees, only the Dutch 

individuals mentioned that the government or legislation should have a role in controlling 

the data sharing practices of Facebook and supporting the awareness campaign while 

none of the interviewees from any other countries mentioned anything about government 

or legislation. One of the security/data management experts stated: “I think for Facebook, 

social media, I think there is also a role of government to regulate. We have in the 

Netherlands such television, Postbus that is national campaign platform over our 

commercial organizations so that is possible, they can also try to influence people by 

magazines, targeted magazines, and marketing campaigns for magazines which are 

popular within certain target group, youngsters, older people, maybe parents” 

(Security/data management expert 2).  

6. Conclusion  

The goal of this research was to identify effects that unintentional sharing of data on 

Facebook has on users. This was conducted through qualitative approach through semi-

structured interviews with both users and experts. Initially, the literature review was 

completed that served as a base for creating theoretical framework that portrays the 

effects. After executing the empirical part of the research, the results and analysis based 

on coding tables (Appendix B) were completed and the theoretical framework updated 

accordingly. Finally, four main effects of unintentional sharing of data on Facebook were 

identified as privacy, security, advertising and profiling and psychological influence. 

Additionally, another significant theme identified when performing the analysis of the 

results was low awareness of users about data practice and policies of Facebook. 

Therefore, the next section provides a recommendation on how to raise awareness among 

users and what steps can Facebook take to be a safe and trustworthy environment for 

users. The recommendations are based on the results and analysis of the interviews.  

7. Recommendation  

7.1. Awareness 

As mentioned and discussed in the above sections, most of the users are not fully aware 

of what data does Facebook store or what happens with this data. In addition to that, it 

was stated by several experts that awareness is necessary and important. Therefore, part 

of this research was to identify the best possible manners to spread awareness about this 

matter. Based on the collected and analyzed data it was concluded that the awareness and 

comprehension of regular users about what can be done with data analysis is not 

sufficient. The majority of users and experts agreed that campaign which would include 

some kind of visual representation or explanation of background data processes is needed 

to enhance understanding of regular users to potential risks of unintentional data sharing. 

These campaigns should take place on TV, newspapers and all other mass media to reach 
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the largest audience possible. More specifically, as this research was conducted in the 

Netherlands and most of the security/data management experts came from here, further 

recommendation is focused on the Netherlands too but possibly applicable in other 

countries as well. The Dutch government should become more involved in the matter of 

data sharing and launch more campaigns concerning data sharing on social platforms. 

These campaigns need to be detailed on various levels such as basic understanding of 

both intentional and unintentional data sharing, data analysis and what can be done with 

it as well as raising awareness about the effects on users identified in this research. In 

addition to that, discussions and awareness days at schools and universities about this 

topic should start taking place regularly. Lastly, the Dutch government should take 

proactive steps when it comes to legislation and set clear limits for online infrastructure 

of data practice and policies.  

7.2. Facebook 

When it comes to Facebook, most of the users stated that they do not believe to have a 

full understanding or control of privacy settings. Therefore, it is important for Facebook 

to provide tools for users which would simplify the concept of their data policies and 

privacy settings. As well as in the case of awareness this should be done by using some 

kind of visual representation tools such as tutorial or certain videos which would provide 

a simpler and visual way of what is happening with data users share and how they can 

protect themselves. In addition to this, as mentioned by both experts and users, it is 

crucial that Facebook becomes transparent and honest with revealing their data sharing 

policies and practices in order to create a trustable environment for users. This can be 

done by providing an easy to read document written in not too complicated legal 

language which regular users can understand.   

8. Reflection  

This research focused on the topic of unintentional sharing of data on Facebook and its 

effects on users. The literature review revealed that this topic is not broadly covered in 

literature yet. Therefore, the research strategy was explorative by using inductive 

qualitative research methods. The objective of the research was to provide introduction 

and insights about this topic that can serve as a foundation for future research. This was 

successfully achieved as the research broadened the knowledge of this matter by offering 

the theoretical framework that describes the effects of unintentional sharing of data on 

Facebook on users. Initially, the framework was created based on literature and 

subsequently confirmed and extended based on the results and analysis of the interviews 

with users and experts.  

8.1. Limitations 

This research faced certain limitations. Firstly, due to the limited amount of time 

available of three months, the research was mainly explorative by using inductive 

qualitative methods. Therefore, it was not possible to quantify and confirm results with 

statistical analysis and researcher’s personal interpretation was used to discuss results. 

In addition to that, because of the qualitative approach and the use of semi-structured 

interviews, the number of users and experts interviewed was limited. Thus, this paper 
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provides an explorative introduction to the topic of unintentional sharing of data on 

Facebook and its effects on users and more future research is required to provide an 

expansion and definite confirmation of created theoretical framework by including more 

respondents and the use of quantitative methods.  

8.2. Future research 

More specifically, more research needs to be done to reveal the relationship between 

unintentional sharing of data and its use to profile and psychologically influence users. 

This effect was not found in literature and only emerged in the interviews with experts 

who are more aware of data practices and its effects than regular users.  

Furthermore, the results and the analysis also suggest awareness is going to become 

increasingly significant in the future as most of the users do not have a full understanding 

of data collection, practices or analysis. As mentioned by several security/data 

management experts, awareness is crucial and therefore, it is important to further 

research and identify the most optimal strategy of awareness spreading to prevent misuse 

and negative effects of data sharing on regular users.  

Finally, several experts mentioned that their motivation to share and be present on 

Facebook is affected by the negative effects of unintentional data sharing. However, most 

of the users stated that their motivation to share and to be present on Facebook is not 

affected by this. This research did not contain enough respondents or time to confirm 

whether this is related to the fact that experts are more aware of these effects than users. 

Therefore, the future research should also focus on examining this relationship further.  
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Appendix A: Interview Questions  

 

Marketing expert 

 

1. In your professional opinion, what is the motivation of users to share content on 

Facebook/third party applications? 

2. In general, are users aware of what data does Facebook exactly store and how 

it is used? 

3. Are users aware that Facebook and third-party applications store more than the 

data intentionally shared by users? 

4. What data is this exactly (unintentionally shared) and how is it used from 

advertising perspective? 

5. What else is this data used for? 

6. What effects does the storing and usage of this data have on user from 

advertising perspective? 

7. What other effects does storing and usage of this data have on users? What role 

does awareness play in this? If users were aware of all data used for marketing, 

would advertising strategy still be effective? Why? Why not? In what ways? 

8. What about unintentionally shared data and user’s privacy? E.g. When user 

makes something private but other users can share it publicly on Facebook or 

through third party application. What effect does this have on user? Does this 

affect their motivation to share?  

9. Does storing and using of unintentionally shared data affects user’s security? 

E.g. Personal data, cybercrime, stalking, identity theft. Why? How? In what 

ways? 

10. What are the effects (on user) of unintentionally shared data and cookies which 

are used to track user by Facebook and third-party applications? What is the 

data from this used for? In what ways does it affect user? 

11. Can you think of any other effects unintentional sharing of data has on users? 

12. In what ways do these effects influence user’s motivation to share? 

13. There are studies stating that users are more concerned about what they share 

with their friends than what is shared with Facebook and third-party 

applications. What is your opinion/position on this? Why (is it because of low 

awareness of what data and third-party applications store and how it might 

affect the user).  

14. What steps should be taken to raise awareness and interest for users to 

understand the data policy and the problem of unintentional sharing?  

15. When it comes to Facebook and the use of third party applications, what steps 

should be done to make it a safe and trustable environment again (other than 

read terms and conditions)? 

 

Security/data management expert  

 

1. In your professional opinion, what is the motivation of users to share content on 

Facebook/third party applications? 

2. In general, are users aware of what data does Facebook exactly store and how 

it is used? 

3. Are users aware that Facebook and third-party applications store more than the 

data intentionally shared by users? 
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4. What data is this exactly (unintentionally shared) and how does this affect users 

from privacy or security perspective? 

5. What else is this data used for? 

6. What effects does the storing and usage of this data have on user from privacy 

perspective? 

7. What effects does the storing and usage of this data have on user from security 

perspective? 

8. What other effects does storing and usage of this data have on users? 

9. What role does awareness play in this? Does awareness increase or decrease the 

effects on user from security or privacy perspective? 

10. What effects does the storing and usage of this data have on user from 

advertising perspective? 

11. What are the effects (on user) of unintentionally shared data and cookies which 

are used to track user by Facebook and third-party applications? What is the 

data from this used for? In what ways does it affect user? 

12. Can you think of any other effects unintentional sharing of data has on users? 

13. In what ways do these effects influence user’s motivation to share? 

14. There are studies stating that users are more concerned about what they share 

with their friends than what is shared with Facebook and third-party 

applications. What is your opinion/position on this? Why (is it because of low 

awareness of what data and third-party applications store and how it might 

affect the user).  

15. What steps should be taken to raise awareness and interest for users to 

understand the data policy and the problem of unintentional sharing?  

16. When it comes to Facebook and the use of third party applications, what steps 

should be done to make it a safe and trustable environment again (other than 

read terms and conditions)? 

 

User 

 

1. Do you have or did you have Facebook now or in the past?  

2. What is your motivation to be there? / What was your motivation to be there?/ 

Why are you not on Facebook anymore? 

3. What information do you intentionally share on Facebook? 

4. What is your motivation to share what you share on Facebook?  

5. Is there any information/content you purposely don’t share? Why not?  

6. Do you know what happens with information/data/content you share on 

Facebook? 

7. In your opinion, are you fully aware of what data does Facebook exactly store? 

8. What do you know about Facebook’s data sharing practice with third party 

applications? 

9. Are you aware that Facebook and third-party applications store and use data 

that you are not intentionally sharing and are not aware of (that means more 

data and information that you share intentionally)? 

10. Do you have any idea what this data might be (unintentionally shared data) and 

how is it used? 

11. Facebook and third-party applications store data you share both intentionally 

and unintentionally. What do you think Facebook and third-party applications 

do with this data? 
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12. Can you think of any examples when you realized the data you shared was used 

by Facebook or different party for a reason different than your initial sharing 

motivation? How was it used? How did it affect you? 

13. What do you know about data you share and its relation to advertising on 

Facebook or third-party applications?  

14. Do you know that Facebook and third-party applications use data you share both 

intentionally and unintentionally for marketing purposes? Do you mind this? 

15. What do you know about data you share and its relation to privacy on Facebook 

or third-party applications? 

16. In your opinion, do you believe to have a full control or understanding of your 

privacy settings on Facebook and third-party applications? How does this affect 

you? 

17. From the security perspective (cybercriminals, stalking, identity theft), are you 

aware that data you share (intentionally and unintentionally) can affect your 

security? Do you do anything to prevent this? Do you mind this?  

18. What is your opinion on the statement that Facebook and third-party 

applications use your data and cookies to track you? Do you care about this? 

Are you aware of any effects this might have on you? 

19. Were you aware of the effects mentioned in this interview beforehand? To what 

extent?  

20. Do these effects change your motivation to share or be present on Facebook? 

How? Why? 

21. Does increased awareness of Facebook/third party applications data practices 

lead you to increased/decreased use of Facebook/third party applications? Why? 

22. What steps should be taken to raise awareness and interest for users to 

understand the data policy?  

23. When it comes to Facebook and the use of third party applications, what steps 

should be done to make it a safe and trustable environment again (other than 

read terms and conditions)? 

24. What do you need to know or control to be able to share more on Facebook/ 

create your account again? 

 

Extra questions non-user 

 

1. Did you have Facebook in the past? 

2. What is your reason to not to be there/delete your account? 

3. Do you use other social media? If yes. What are your reasons to use them?  

4. If you do not use Facebook but use other social media what is the difference 

(why do you use other social media and not Facebook)? 

5. Does it affect any aspects of your life that you do not use Facebook? 
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Appendix B: Coding tables 

 

 

Users/non-users  
Finding Quote 

Motivation Quote 1 (Interviewee 1) – “I just use it to see what my friends post 

or share a comment when they tag me somewhere.” 

 

Quote 2 (Interviewee 2) – “Lately, just to keep updated what’s 

happening with my life, with my friends’ life and basically in my 

home country.” 

 

Quote 3 (Interviewee 3) – “My initial motivation is having a lot of 

friends and family overseas. So just to keep up with people who I am 

not physically with or can’t see. For that, often sharing photos. 

Initially I got it when I travelled overseas to keep in touch back in 

Australia and now it’s to keep in touch with people back home.” 

 

Quote 4 (Interviewee 4) – “Connecting with friends all over the 

world.” 

 

Quote 5 (Interviewee 5) – “Now it is mainly just to stay in touch with 

people, especially since I live abroad. It is one of the easiest ways to 

see what everyone is up to and it is still the main platform I use to 

message people and stuff.” 

 

Quote 6 (Interviewee 6) – “now it is to stay in contact with my 

friends from all over the world.” 

 

Quote 7 (Interviewee 7) – “Getting updates from people I am 

connected with all over the world.”  

Awareness of 

what data 

does 

Facebook 

store 

Quote 1 (Interviewee 2) – “No, I am not fully aware.” 

 

Quote 2 (Interviewee 3) – “No, but I presume it is almost 

everything.” 

 

Quote 3 (Interviewee 4) – “No.” 

 

Quote 4 (Interviewee 6) – “No, but I just assume everything.” 

 

Quote 5 (Interviewee 7) – “Well, I think they sent me an email or 

they showed it to me. I think they did that but I should be aware, but 

I am probably not fully aware.” 

 

Quote 6 (Interviewee 8) – “Not fully aware.” 

 

Quote 7 (Interviewee 9) – “Not really.” 
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Quote 8 (Test Interviewee 1) – “I have a pretty vague idea, but I 

don’t know exactly.” 

What does 

Facebook do 

with data 

Quote 1 (Interviewee 1) – “I know a lot of people, like it can be 

tracked, it is not really as private as people might think even though 

you don’t have people on Facebook whatever, they can still track a lot 

of information but I am not sure specifically what.” 

 

Quote 2 (Interviewee 2) – “Well, I am not really entirely sure what 

happens, but I know that everything you post publicly, even if you set 

everything to private, it is still a public thing.” 

 

Quote 3 (Interviewee 4) – “No.” (does not know) 

 

Quote 4 (Interviewee 5) – “Definitely not. I think you understand 

that at surface level, but it is more complex that we can understand.” 

 

Quote 5 (Interviewee 6) – “It probably gets saved all over the place.” 

 

Quote 6 (Interviewee 7) – “I never really thought about it, but I guess 

it is stored everywhere so you have to be careful.” 

 

Quote 7 (Interviewee 9) – “It is hard to say what actually they use it 

for. I try to be conscious about it, but it is basically impossible to tell.” 

 

Quote 8 (Interviewee 10) – “I know something about data on 

Facebook. I think it is pretty a lot.” 

 

Quote 9 (Test Interviewee 2) – “Not completely. I am not 100% 

sure.”  

Advertising Quote 1 (Interviewee 1) – “Oh yeah, I know that they do that and 

sometimes of course, I realize about it because sometimes I maybe 

like, comment or share something, and then it appears on another 

social media, platform in order to do marketing. I do like it but at the 

same time not because I feel like they know too much.” 

 

Quote 2 (Interviewee 2) – “I think based on the information I share 

they somewhat, I am just assuming, they do the text analysis of it and 

based on the text or the caption that I have they analyze it and then 

they give me advertisement.” 

 

Quote 3 (Interviewee 2) – “Sometimes I am surprised oh, I think 

Facebook knows that I like this one but it helps me search for 

requesting topics but I really don’t mind because it helps me keep on 

using Facebook.” 

 

Quote 4 (Interviewee 5) – “Oh, I used to think it was a kind of 

invasive, but you get used to it. It’s like I mean they become useful 

because it’s like oh, I might need that or something.” 
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Quote 5 (Interviewee 6) – “I know that they do it because I can see 

it, but I don’t really care because they are showing me what I want to 

see basically. If am looking for something it makes it easier.” 

 

Quote 6 (Interviewee 7) – “Yeah, I feel like you can already tell by 

the ads you get and stuff like that sometimes, or things you like on 

Facebook it will come on your Instagram or something like that. I feel 

like everything is connected. I am always mad because I don’t think 

it should be allowed but I don’t really care that much.” 

 

Quote 7 (Interviewee 10) – “I know about this and I still think it is 

very spooky and I don’t think it is okay.” 

 

Quote 8 (Interviewee 10) – “Yes, we see so much on the internet and 

it makes a difference if you see advertisement for I don’t know a car, 

journey, travel thing that you always wanted to go and Facebook 

knows this because I liked Arizona or something like this.” 

Privacy Quote 1 (Interviewee 1) – “I try to, but I don’t think I am able to have 

a full control.” (of privacy settings) 

 

Quote 2 (Interviewee 3) – “I used to but after this recent scandal I 

don’t think it’s true.” (control and understanding of privacy settings) 

 

Quote 3 (Interviewee 5) – “Absolutely not. I mean in terms of both 

control and understanding so even if you say I want this restricted you 

have no way of knowing to be honest.” (of privacy settings) 

 

Quote 4 (Interviewee 5) – “I mean they are going to do whatever 

they want with your information anyways and I think that we’ve 

slowly gotten used to that idea so it’s not big of a deal.” 

 

Quote 5 (Interviewee 6) – “No I have no idea because I have been 

too lazy to read them but they are too long to read, usually those things 

and I know they are going into every single private information too. 

They don’t care. I don’t feel like, I don’t feel like they care about 

people’s privacy to be honest because some random person has shared 

my profile pictures, I don’t know who and you can’t even see who 

shared them because it is their privacy, the person who shared my 

profile picture is probably some sketchy person, who knows, I can’t 

even see it because Facebook blocks it so they obviously don’t care 

about my privacy.” 

 

Quote 6 (Interviewee 6) – “I think it is just people need more 

awareness to know that their privacy is completely invaded on 

Facebook.” 

 

Quote 7 (Interviewee 7) – “I don’t think I am fully aware what every 

single setting does.” 
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Quote 8 (Interviewee 9) – “I mean I go through the setting and I 

basically delete everything like only friends of friends can add me as 

a friend. I think that’s the least you can do. My profile is basically 

completely private but still I try to do my best but I still know that it’s 

not enough.” 

 

Quote 9 (Test Interviewee 2) – “Simply, there does not exist privacy 

anymore. Not at all.”  

Security Quote 1 (Interviewee 1) – “Some posts, some pictures and albums 

on Facebook I did put only me, I am the only one who can see it but 

I am not sure how these people work so I am not sure how they reach 

the information but I think it is possible to reach the information so it 

is not really safe.” 

 

Quote 2 (Interviewee 2) – “Yes, I am aware about it. Especially, for 

example when you see people sharing their boarding passes with their 

barcodes. I am aware that they should not be clearly shared. They 

should be blurred. Because even though we cover our names and we 

don’t even cover barcodes, hackers can still try to decode our codes 

and then they can have access to our personal data.” 

 

Quote 3 (Interviewee 3) – “I don’t do much to prevent it because I 

don’t share much. But I do have concerns about family members that 

complete all of the quizzes and I know that they’re getting away a 

valuable data, so I have talked to them about that.” 

 

Quote 4 (Interviewee 4) – “I saw people sharing videos over 

messenger, they are like phishing stuff” 

 

Quote 5 (Interviewee 6) – “Yeah I am aware that somebody can be 

doing that and I think it is dangerous so I don’t like, especially identity 

theft. I think it needs to be made safer for sure but I am aware of this 

because it is kind of my fault too but then Facebook promises that it 

is safe so it is Facebook’s fault at the end of the day.” 

 

Quote 6 (Interviewee 7) – “Yes, it could. But then no, I feel like those 

are questions you don’t really thing about every day, I guess it could 

affect my security but then I am not all that worried about because if 

somebody wants to attack me, like cybercriminals I feel like they 

could do it in so many other ways than Facebook.” 

 

Quote 7 (Interviewee 8) – “To be honest, nothing is ever safe. You 

know something could be super safe and always be hacked so I am 

fully aware of that.” 

Impact on 

the 

motivation to 

share 

Quote 1 (Interviewee 2) – “Not really.” 

 

Quote 2 (Interviewee 4) – “Right now no. I have no problems.” 
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Quote 3 (Interviewee 5) – “Nah, I mean I’ve been super active on 

Facebook in like a couple years.” 

 

Quote 4 (Interviewee 6) – “In my opinion, no not really.” 

 

Quote 5 (Interviewee 8) – “Not really.” 

How to raise 

awareness 

Quote 1 (Interviewee 3) – “: Perhaps, something off the internet, like 

something on TV or something in the print media. I know they’re on 

Facebook, so they are digitally savvy but something in a trusted 

publication, in language targeted for them.” 

 

Quote 2 (Interviewee 5) – “I mean honestly just something as simple 

as very cleared and detailed infographic that just can illustrate it 

because I think the concept can be pretty complicated for someone 

who does not really know too much about it. So just like portray and 

easier to read.” 

 

Quote 3 (Interviewee 7) – “Probably some marketing campaign to 

make them aware what is the danger. Other, people with influence 

probably should get people aware that. If I show nobody is going to 

know but us and our friends, but somebody who has a lot of influence 

with people, like a politician or someone like that puts a word, it is 

going to get more out there.”  

 

Quote 4 (Interviewee 10) – “Maybe universities should make 

awareness day” 

 

Quote 5 (Test Interview 1) – “I think it could be something that 

would show the users what exactly is possible to do with the data. I 

can’t really think of an example but something that kind of makes you 

realize wow, they can do this. I don’t really like that. Something like 

this.” 

 

Quote 6 (Test Interview 2) – “Well it should have clear limits and 

boundaries. Simply it should be easily accessible information. For 

example, if you type to google what all they can see it should give 

you first answer this is what we can and cannot do. Maybe I would 

also put marketing on TV.”  

What can 

Facebook 

do? 

Quote 1 (Interviewee 1) – “Well, I just need to know that what they 

are saying, that they are not going to take my information for whatever 

purpose is like reliable so if I am sure that it is not going to happen I 

would share more or not. I don’t know if there is a way for something 

like that.” 

 

Quote 2 (Interviewee 1) – “Maybe when you are setting your privacy 

settings. Maybe questions, preferences that you can choose and be 

sure that that is going to be that way.” 
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Quote 3 (Interviewee 2) – “I think more visual things, because if they 

just put pop ups and alerts that they have new terms and conditions, 

it’s all factual. People will not read it, I think people will be more 

engaged in it if it is attention seeking, if it is really visually appealing 

so I think they should have a clear pictures or videos that explain in 

the simplest form what is happening.” 

 

Quote 4 (Interviewee 6) – “There should be a video tutorial that 

when you log in to your Facebook or open it next time, you have to 

watch it in order to get to your Facebook. It has to be interesting, short 

and it has to make sense. The worst is when those companies send 

those fifty pages long accept or decline terms and agreements. I have 

never read one. I could not be bothered. And the thing is that GDPR 

says that you are not allowed to have a law jargon or too much stuff 

like that, that people don’t understand. It has to be simple and you 

know if you put a video that everybody has to watch, I think it will 

help.” 

 

Quote 5 (Interviewee 8) – “Probably some marketing campaign to 

make them aware what is the danger. Other, people with influence 

probably should get people aware that, like if I show nobody is going 

to know but us and our friends, but somebody who has a lot of 

influence with people, like a politician or someone like that puts a 

word, it is going to get more out there.” 

 

Quote 6 (Interviewee 9) – “It is difficult to say. I think they did this 

before, I guess at least show which information specifically is 

application requesting and have it very very fined grained but I don’t 

know if that changes anything.” 

 

 

Marketing Experts (ME) 
Finding Quote 
Motivation Quote 1 (ME 1) – “they will share to share with another person, so 

to make someone else part of that moment” 

 

Quote 2 (ME 2) – “To inform my friends on Facebook about what 

I am doing.” 

 

Quote 3 (ME 3) – “Why I share for example is because I want my 

friends to know how I am doing, what I am doing, where I am and I 

think that’s the main reason.” 

 

Quote 4 (ME 4) – “I think why users share is to keep each other 

updated on latest news, and to kind of get, to inspire as well, I think 

a lot of people share to show the things they’re doing but at the same 

time people are looking at that as an inspiration and motivation in 

their career or whatever.” 
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Awareness of 

what data 

does 

Facebook 

store 

Quote 1 (ME 1) – “I don’t think they are. I think users have no idea.” 

 

Quote 2 (ME 2) – “No. Definitely not.” 

 

Quote 3 (ME 3) – “Not. Definitely not.” 

 

Quote 4 (ME 4) – “I think they’re not always aware but when I also 

look at myself, I don’t know exactly what they’re storing.” 

What does 

Facebook do 

with data / 

Profiling and 

psychological 

influence 

Quote 1 (ME 1) – “I think that the average user is not aware at least 

about all these cookies Facebook is placing on all the other websites 

you are visiting at the same time as you have Facebook open. So 

they probably realize that there is a connection but they don’t know 

how deep it is because I don’t think users are stupid. For sure, they 

know something is going on and that Facebook has some data, that 

they are tailoring ads for you in certain way but they probably know 

maybe 20% of how that works.” 

 

Quote 2 (ME 1) – “. I don’t think that’s shared by Facebook but I’m 

sure they have so much data about who’s joining and how old they 

are that they can try tailor that in the best way possible for them. So 

I’m sure that they notice that a lot of older people started joining the 

platform and now you have all these parents joining and I’m sure 

they know that younger generations are joining at a different rate and 

that they are not using it that much.” 

 

Quote 3 (ME 2) – “I am not entirely sure but I think that it can create 

personas from all the data and therefore you can have more targeted 

marketing and that in the long term can alternate their perspective or 

their choices.” 

 

Quote 4 (ME 3) – “I mean, they need to know your full number, 

your email address, whatever. And sometimes it’s actually good, like 

sometimes I actually really like the ads they show me because they 

know my profile and I actually buy a lot of things that I would not 

buy otherwise so they know what they’re doing.” 

 

Quote 5 (ME 3) – “I think that people are not really aware of all 

these details and the fact that I know about Cambridge Analytica is 

because I am working in marketing and I don’t think regular person 

not working in business would know these kinds of cases so 

basically if you don’t come across this information so you’re just not 

aware. So I think if they were aware they of course would change 

their behavior or I would so I think there is lack of awareness. The 

more we could raise awareness the better it would be I guess.” 

 

Quote 6 (ME 4) – “Sometimes I’m also asking myself like, oh I 

know all this data like I have all this data like demographics or 

whatever and I can target better in that way. But at the same time I 

think people don’t know all of that. For marketing it’s great, really, 
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because we have so many campaigns that are unique type within 

event so if there is an event we just want to target people who are 

potential participants or potential, so you just target around that area 

or you target specific interests.” 

 

Quote 7 (ME 4) – “we target as specific as possible because 

sometimes you target maybe not the right people and you get those 

questions and I think at the same time I feel like they are relevant”  

Advertising Quote 1 (ME 1) – “The way we use Facebook data, the way 

Facebook sells that data is more not personal so it identifies people 

but it just clusters them in a groups depending on their interests so 

you can find a group of people that like certain type of music if you 

want to advertise for a concert and techno and then you know what 

users like a specific type of music and they share their interest on 

that. You get a lot of demographic data as well and you can do that 

to set up an audience and to advertise to them.” 

 

Quote 2 (ME 1) – “I think it does.” 

 

Quote 3 (ME 2) – “They’re going to show more interest in products 

that they primarily would not feel like they want to or even make 

them dislikes some of them.” 

 

Quote 4 (ME 3) – “Well, you know the latest Cambridge Analytica 

showed that yes. So, but I mean it was kind of expected. I mean it’s 

not nice what they’re doing but apparently they still do it.” 

 

Quote 5 (ME 4) – “we target as specific as possible because 

sometimes you target maybe not the right people and you get those 

questions and I think at the same time I feel like they are relevant” 

Privacy Quote 1 (ME 1) – “I really don’t know how deep that goes. I think 

that the whole scandal has opened up a world of possibilities we 

didn’t know existed because I did believe that they cared a lot about 

protecting users privacy. It didn’t seem that they don’t that much.” 

 

Quote 2 (ME 1) – “I think it’s been brought to light that it’s actually 

not that good at protecting user’s privacy and a lot of people are 

probably aware of how much they’re sharing on Facebook and what 

they’re sharing. Especially when it comes to who you are and where 

you are.” 

 

Quote 3 (ME 2) – “I think that in a way yes, that it is affected but I 

cannot be sure about the ways.” 

 

Quote 4 (ME 4) – “Yes, I think it will. It does actually. I think users 

are more, like I said they are relevant, but it could affect they’re 

thinking about how data is used and that it is in hands of companies 

you know, of so many others. So I think in a way, users could feel 
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something like because of that experience okay, there is no more 

privacy anymore, my data is everywhere.” 

Security Quote 1 (ME 2) – “Yes I am worried. That is why I don’t share a 

lot of personal details.” 

Impact on the 

motivation to 

share 

Quote 1 (ME 1) – “Yeah probably. I mean you can still share the 

photos of a party but you probably won’t be so keen on tagging 

everyone because you’ll know that they will all know that they’re 

being tagged and this will be affecting other people so it’ll probably 

reduce the amount of content that people are sharing, especially own 

content.” 

 

Quote 2 (ME 3) – “Well I think it effects for example if people don’t 

want to share their views anymore and don’t want to discuss things, 

that kind of kills the whole networking part of Facebook. Because, I 

mean if I am now aware that okay, if I say this then this can be used 

in a bad way so I don’t want to share my views anymore and I don’t 

want to say what I think about this or this topic for example.” 

 

Quote 3 (ME 4) – “I definitely think so.” 

How to raise 

awareness 

Quote 1 (ME 2) – “Maybe creating some campaigns, demonstrating 

how data has been misused before.” 

What can 

Facebook do? 

Quote 1 (ME 1) – “I think it would be ideal if Facebook did a video 

to explain users what is happening and I think it would be really easy 

to use the same style video they use to show you how many likes 

you’ve shared with your friend and just in the same style of 

cartoonish video share like this is what happens this is what you’re 

sharing, this is what we have from you, this is what will happen, like 

step by step, what we know from you, what you can change so that 

users will not think that the only way to be free of it is to leave the 

platform, because that’s obviously not what Facebook wants.”  

 

Quote 2 (ME 2) – “I would say something like paid advertisements 

that go on your wall, you would have to see it no matter what you’re 

scrolling. I think Facebook could also do a campaign like that in 

order to inform its users. Not in a traditional way as terms and 

conditions but as a modern type you are getting information without 

even wanting it so I think that the majority of people that would 

come across these adverts or this campaign would open it.” 

 

Quote 3 (ME 3) – “respects the users’ privacy really” 

 

Quote 4 (ME 4) – “I think it’s also good to be, I think what 

Facebook hasn’t done in a while in communicating is being 

transparent about what they’re doing with that and I think now that 

these things are coming up people have less trust because they 

weren’t transparent before, now all of sudden this comes and of 

course on the other hand it’s a logical thing of course they are using 

the data but being transparent is already good to build up trust.” 

 



 

30 

 

 

Security/Data Management Experts (SE) 
Finding Quote 
Motivation Quote 1 (SE 1) – “Interest in each other” 

 

Quote 2 (SE 2) – “One is that I have friends abroad so for the 

connection and see what they are doing, to see photographs and 

when they post news, to be in touch because you don’t see each other 

often, once a year perhaps, they live now in South Africa and they 

have been before in Kenya so it is quite far away and it is very nice 

to see that they are well and it is a good communication channel 

without really that you think oh I need to act today or I need to make 

politics so it is easy contact and be on the timeline of others. And 

other reason I think is to just to for friends in the area to see what 

they are doing what they are busy from.” 

 

Quote 3 (SE 3) – “mainly I use it to keep in touch with my friends 

and family because some of them use if very often so I can see what 

they are doing, they share pictures and stuff so I think that is nice for 

me to know” 

 

Quote 4 (SE 4) – “I have a friend and she is a fan of Facebook and 

every morning she spends one hour on Facebook to see what the 

updates are, what everybody is doing, everything, the gossip” 

 

Quote 5 (SE 5) – “Well, my motivation was that we have a lot of 

friends that we maybe don’t speak to every day or every week and 

it is nice to let them know we are having a good time, on vacation, 

on holiday so that was what I found nice about Facebook to know 

about my friends abroad or birthdays.” 

 

Quote 6 (SE 7) – “The reason to have it was to keep in touch with 

people, just seeing what their post and looking at life events and 

things.” 

 

Quote 7 (SE 7) – “Definitely for the same thing, keeping in touch 

with either all classmates or just other people, family abroad or that 

kind of thing, pictures of the same people but I also read events are 

being used quite a lot, so party planning and things like that.” 

 

Quote 8 (SE 8) – “They like it, they find some information, they can 

see what their friends are doing and I think most of them are doing 

it because they have their friends on Facebook so they say oh I am 

going to join too” 

Awareness of 

what data 

does 

Quote 1 (SE 1) – “: I think a lot of people are not aware but I also 

think that there are a lot of people that really don’t care, your 

generation, for instance.” 
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Facebook 

store 

Quote 2 (SE 3) – “No. I don’t think they are aware of it at all.” 

 

Quote 3 (SE 4) – “I think, that especially the older users are not 

aware of it.” 

 

Quote 4 (SE 5) – “No, I don’t think so that people are aware of that.”

  

Quote 5 (SE 6) – “No, I don’t think so” 

 

Quote 6 (SE 7) – “I do feel that outside of IT people I know that not 

really everybody has a good grasp of what was actually going on. I 

feel like of course the things you post were known but the whole 

tracking to other pages and that whole really just came to public with 

latest view of new posts.” 

 

Quote 7 (SE 8) – “I think 99% of people are not aware.” 

 

Quote 8 (SE 9) – “: No, absolutely not. No way, not at all. I mean, 

people don’t think about the impacts of how their data can be used.” 

 

Quote 9 (SE 9) – “No, because people don’t understand the concept 

of metadata so first and foremost  kind of even from  a non-technical 

perspective, you have to give a regular user credit to go okay, they 

probably understand that they uploaded a picture, the picture has to 

be stored right, and your list of contacts needs to be stored and your 

messages need to be stored because well, that’s how you use that so 

I think the average user understands that if you see stuff on the 

screen that you’ve provided it’s going to be stored somewhere, 

otherwise it’s not accessible. The part I guess that is more notorious 

is how often something is used, what type of data is gleaned from 

the metadata, the data about the data. So, you know you upload a 

picture and many people don’t realize when they upload the picture, 

there is geotagging, there is time, there is other information about 

that picture and when you take a whole bunch of little data points 

and you aggregate them you can actually come up with a digital 

activities or personality traits that the end user does not even realize. 

It’s almost subliminal in a nature of the amount of that metadata that 

when it’s out there it can be put together and it can build this profile 

so while I think the regular user understands that the information 

they are typing in or uploading has to be stored somewhere, I don’t 

think they understand that the interconnections between all the data 

and at what they look at in Facebook is also being stored, processed, 

used and then sold and once that data is sold you have no idea where 

it is, neither does Facebook.” 

What does 

Facebook do 

with data 

Quote 1 (SE 1) – “I think they more or less do know what 

information they leave on Facebook but they don’t know what 

information you can gather if you analyze that. I mean if you see 

what you do with big data analysis and things like that, someone 

said if you post 10 likes Facebook knows you better than your 
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friends, if you post more than 100 Facebook knows you better than 

your mother and 500 they know you better than you do yourself, 

something like that. I think people don’t realize that.” 

 

Quote 2 (SE 6) – “People might be aware, but they are not 

interestedly aware of the real stuff that Facebook collects and stores 

and I think nobody really knows what they do with it including me.  

 

Quote 3 (SE 9) – “I mean, people don’t think about the impacts of 

how their data can be used. The normal person who is not trained in 

information technology doesn’t understand any of the concerns 

related to storing information or securing information whether it’s 

at rest or in transit.” 

 

Quote 4 (SE 9) – “Now, that said, real users also don’t really 

understand how the data can be used, their data can be used or is 

being used. So you know, Facebook for instance, there is a lot in the 

news now you’ve got the Cambridge Analytica scandal with helping 

different political campaigns, stuff like that and that’s bringing up 

more to the public awareness but people still don’t get that their likes 

on different things are putting them into digital profile that for 

marketing purposes and you know, depends on what kind of 

company is using the data, whether it’s political, whether it sells 

products or whatever, that their data, they just say oh that’s a pretty 

picture and they click on it or someone went on a vacation and they 

click it. They don’t necessarily understand that now they’re being 

profiled like oh you clicked the picture of Hawaii, now all of a 

sudden, don’t be surprised when you start seeing adds of Hawaii in 

your feed or something like that so no I don’t believe that people 

understand or even care fundamentally about what’s happening 

when they’re using the product.” 

 

Quote 5 (SE 9) – “But primarily, when they’re using Facebook 

they’re using capabilities that Facebook provides and benefit for 

them and really that do you understand that all of your clicks and all 

of your page use or all of your comments are being indexed and 

packaged and potentially sold. I don’t believe the majority of the 

people understand that, even after all of the current media outrage in 

Europe and in the US.” 

 

Quote 6 (SE 9) – “I do not believe that large majority of users on 

Facebook understand what data is being collected, how it is being 

stored and what it is being used for.” 

Advertising Quote 1 (SE 1) – “So, I don’t know how that is for people, obviously 

it works because they pay Facebook for the advertisements and I 

know how the internal bidding process works, so people are 

prepared to pay for that so obviously it works” 
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Quote 2 (SE 3) – “The same (as security) because sometimes I shop 

a lot through internet. I mainly use internet for my shopping instead 

of going to the store so I share for example my address but 

sometimes they want to know a lot more about me and that is for me 

a reason not to use that site because there is no reason for them to 

know my age or something but I think a lot of companies try to get 

more data than they really need to do business and I think there is 

also, they sell data, there is much more selling going on that we 

know and they don’t tell you about it so.” 

 

Quote 3 (SE 4) – “I know they store all the data, I know they make 

selections, I know for the advertisements they record an immediate 

amount of data, here I got this one stickered (laptop camera), 

always.” 

 

Quote 4 (SE 5) – “: Sometimes I was surprised in what kind of 

marketing I was targeted with, but it was not surprising, I am still 

worried that, for example WhatsApp, which is a part of Facebook 

will also start with attracting new commercials because everybody 

is so used to WhatsApp that it is very handy, but I don’t want to have 

it with commercials or target me with direct marketing. I would 

leave.” 

 

Quote 5 (SE 6) – “Yes. Obviously yes.”  

 

Quote 6 (SE 6) – “So there is something to say about marketing, 

there are good things about it but obviously it is one of the core 

business phases for Facebook to sell marketing data.” 

 

Quote 7 (SE 8) – “I think it influences people because they are 

getting tailored offers and ads, exactly of what they are interested in, 

where they’ve been, what they watched and looked at. And that way, 

the ad can target what they want and maybe what they don’t want 

but well-tailored ad will target them and maybe make them purchase 

the product or service eventually.” 

 

Quote 8 (SE 9) – “You know Facebook is “free” and the phrase is 

if you’re not paying for it you’re the product right. So, in Facebook’s 

case what can they sell. I mean they could sell ads. But how do you 

sell ads. You sell ads by targeting to the right group of people and 

that’s all marketing.” 

Privacy Quote 1 (SE 1) – “Yeah, but it, I think the potential privacy loss 

might be bigger than the real privacy loss is now. They do have a lot 

of information with which they can do a lot of harm. I think the 

advertisement part is not a real privacy threat. I mean, yes, you get, 

they know a little bit about you and they send you advertisements, 

okay, I don’t think that is very good, the other part of it, Cambridge 

Analytica and things like that, I think that is much more, that was 

privacy issue, a big one and I don’t understand why the government 
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of the United States reacted so, I don’t think they reacted very heavy, 

so I think that was a danger, selling so much data so it is different.” 

 

Quote 2 (SE 2) – “I think, the people I know are aware of the privacy 

possibly but that is a difficult thing because when you are in a flow 

you might forget so then it depends if you are extrovert or introvert 

and if you fast in posting things so for people who post really from 

flow and the moods sense they might forget that they are in a public 

space or okay it is private space but of course it is not private. There 

is absolutely a public component in it.” 

 

Quote 3 (SE 3) – “Yeah, definitely. Well, they know things about 

me that from privacy reasons there is no need to know for them, so 

I do think that they store more than they should. I don’t know exactly 

how much but I don’t think it is less, I think it is more than we can 

think of and the all the stuff in the media lately I think says the same 

so I am not convinced that they, that the privacy rules, that they obey 

them. I am not convinced of that.” 

 

Quote 4 (SE 4) – “Yeah I am sure.” 

 

Quote 5 (SE 4) – “I am sure that it affects your privacy because they 

know where you’ve been, they know what you are doing, they know 

what kind of work I have, they know I am going to London next 

week, of course I have booked the ticked and I did some internet 

searching on where to book it and I used the private mode with 

google or with safari, I use safari most of the time, I also have 

Firefox. I use Firefox, it is easy, with all my passwords I have in 

safari so if I use safari all my passwords are filled in.” 

 

Quote 6 (SE 6) – “Yes, for sure.” 

 

Quote 7 (SE 7) – “I feel you have full control of the privacy in 

regards to other users. However, of course Facebook itself is a huge 

database and after the Cambridge scandal, companies that shared 

with or Farmville or other apps, I don’t think you really have any 

control over that.” 

 

Quote 8 (SE 9) – “If your data is being aggregated and manipulated 

through algorithms and sold and now all of a sudden you’re getting 

different types of ads and videos and mailings and you name it 

because the data will go out to all different types of marketing 

campaigns, then your privacy is clearly being violated because you 

were not really aware of all where the data is going.” 

Security Quote 1 (SE 1) – “Yes, yes. It happens, when they steal your 

identity, just steal your password and then they send a post on your 

name.” 
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Quote 2 (SE 2) – “Yeah, I think so. That is why I am very secure to 

accept people or not.” 

 

Quote 3 (SE 3) – “Definitely, yes. The phishing email campaign, 

they use all the personal information they can find on the internet 

and when I share things on Facebook, then it is easier for them to 

make a personal email for me so the more data I share on the internet 

and it can be by social media but also just sharing things on the 

internet, it is always a risk that other people can use it for personal 

reasons.” 

 

Quote 4 (SE 4) – “Yeah, I am a bit afraid of cybercriminals that’s 

why I also use private mode.” 

 

Quote 5 (SE 5) – “Well we have proven within the police that 

criminals use open data as I can say main source of their information 

right now.” 

 

Quote 6 (SE 5) – “We (police) are concerned about what people 

share. My people with 60 000 + colleagues in the Netherlands, well 

most of them have some kind of social media account and as I told 

you before we know now that criminals target people and do their 

own data profiling.” 

 

Quote 7 (SE 5) – “Well they connect data from Facebook, LinkedIn, 

other social media and they just as we do it with criminals, they can 

do it the other way around and we know that they do it because we 

have cases to prove it.  But what we are trying to do is get people 

aware of danger and be aware.” 

 

Quote 8 (SE 9) – “From security perspective, more information that 

is available about you the less secure you are in terms of how 

internet currently works. So there is plenty of information out there 

right now about any of us where if someone had access to that data, 

they could probably social engineer their way to our bank or phone 

company or just about any aspect of our life. You know our phone 

is really important to us because we have a lot of our accounts tied 

into it and it keeps all of our address books and all that information. 

For cybercriminals, that information is very valuable.” 

 

Quote 9 (SE 9) – “what I am saying is the amount of information 

on Facebook and connections between people, that metadata is 

potentially a security risk at a personal level for sure because you 

can be social engineer  and do things like click links and then you 

can either download malware or you can go to website and see 

offensive material or potentially as Cambridge Analytica is accused 

of kind of being manipulated to vote for a particular party by praying 

on your fears. So yeah, I think the privacy aspect is clear that there 
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is a lack of privacy for a typical Facebook user and that does 

potentially lead to security issues down the road.” 

Impact on the 

motivation to 

share 

Quote 1 (SE 3) – “Well, mine definitely. But I think more people 

are influenced by that but not enough yet I think because we all see 

that Facebook users due to the incident they are less users, some 

users said goodbye to Facebook but it is still a very small group.” 

 

Quote 2 (SE 5) – “Yes, I really think so and that is the effect you 

are seeing right now with the analytics case, though less people gave 

up their Facebook accounts, less than expected and shares also 

raised on Facebook. I think that Facebook and all the other sites take 

of course advantage of the knowledge that most people don’t realize 

or care about things like that.” 

How to raise 

awareness 

Quote 1 (SE 1) – “Yes, I think awareness is necessary. I think that 

instead of sending you contract like this, it better that you show, that 

you tell as an organization, as a company what you are doing with it 

and what dangers are, so it should, you should tell different things.” 

 

Quote 2 (SE 1) – “Different legislation, there should be laws that 

tell a company like that” 

 

Quote 3 (SE 1) – “Yeah, but that (GDPR) is great, it really works 

much better and so Facebook is now considering to have European 

part in Facebook and if in the senate, not in the senate, in the house, 

they asked Mark Zuckerberg would you encourage the American 

government to follow Europe and he said yes but he is acting no so 

I don’t think he really thinks, he wouldn’t like it because it is for him 

a risk to less advertisement but I think you should be obliged also to 

tell in normal words what you are doing and what the risks as a 

company and I think what I said before, I think it is, years ago the 

government was also, was always responsible for making sure there 

was good enough infrastructure, railways, highways, things like 

that, posts, energy, this is also. It did become a real infrastructure so 

why not.” 

 

Quote 4 (SE 1) – “I think why not making sure there is European 

Facebook which we pay from tax money and which guarantees us 

that the privacy is okay.” 

 

Quote 5 (SE 1) – “The real problem is that legislation is about I 

don’t know, 10 years behind development.” 

 

Quote 6 (SE 1) – “It is just, everything is too slow, that is in the 

government of countries but also in the government of companies. 

We are just too late, before we understand what is happening it has 

already happened. So that is a problem and then comes the, I think 

then if the company on the long term wants to be successful they 
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must give us a feeling that they are honest. If we can leave Facebook 

we will.”  

 

Quote 7 (SE 2) – “I think school for children is very important, to 

be addressed in the class. And parents to children, also from 

government campaigns to make people aware” 

 

Quote 8 (SE 2) – “And I think for Facebook, for social media, I 

think there is also a role of government to regulate. We have in the 

Netherlands such television, Postbus that is national campaign 

platform over our commercial organizations so that is possible, they 

can also try to influence people by magazines, targeted magazines, 

and marketing campaign for magazines which are popular within 

certain target group, youngsters, older people, maybe parents. There 

are so many instruments to influence the thoughts and minds of 

people. Mass communication.”  

 

Quote 9 (SE 3) – “Well, I think the media has a place, role in that 

because I think that there are certain things that the media pays 

attention to, then also people become more aware so the Facebook 

incident is nice example of it I think because it was in media and the 

way it was more people are thinking about their privacy now than 

they were before and if that repeats itself, then I think awareness will 

grow so I think it is also something for example, journalists can work 

on and sometimes you also see journalist that are making 

documentaries for TV and that is also a way that people get more 

aware because I am sure that the thing you just mentioned, that 

people don’t read all the stuff, it is too big too complicated , they 

don’t do it, they’ll say okay.” 

 

Quote 10 (SE 3) – “But I don’t know if there is a way to proactively 

from government side or something, well maybe there is. I think the 

government can also do something more than only make laws about 

it. Sometimes they do campaigns about for example safety on the 

road or something so they can also do that on privacy of course. But 

I don’t know if there is a way to proactively from government side 

or something, well maybe there is. I think the government can also 

do something more than only make laws about it. Sometimes they 

do campaigns (Postbus 51) about for example safety on the road or 

something so they can also do that on privacy of course.” 

 

Quote 11 (SE 3) – “Also, way to make people more aware is to do 

more about this topic in school. Also, in elementary school, 

secondary school and university. I think the younger people when 

they grow up with topics like this they are already aware of what 

data is stored and things companies can do with data. And I think 

older people are just not that aware because they did not grow up 

with this topic so that is also difference maybe.” 
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Quote 12 (SE 4) – “I think, that especially the older users are not 

aware of it.” 

 

Quote 13 (SE 4) – “I think, in my opinion, the government should 

more regulate it and all the companies and now of course with the 

GDPR, that will make some difference for the companies but they 

try to implement it without suffering a loss of data so they give you 

all kind of ninety-seven pages of terms and conditions and it’s all 

the same.” 

 

Quote 14 (SE 5) –“Well, that is a bit a problem I think because 

Facebook is worldwide and maybe it is cultural thing in how people 

are dealing with Facebook. I think for the Netherlands, I think the 

government can do something about it, I think the TV, commercial 

to be aware of what you put on social media.” 

 

Quote 15 (SE 5) – “As we spoke before, every country does it on 

its own. I think it has to take up with maybe by government, like in 

Holland we have special TV commercial from the government, we 

call it Postbus51 and it transmits things that people have to know 

such you can think of something like that but every country will have 

to do on its own way. I don’t we will get that from Facebook itself, 

or central. And maybe some cultures don’t care about privacy at all, 

like China.” 

 

Quote 16 (SE 5) – “Within our own police force. When people make 

mistakes we talked about it, we talked to them about it and try to get 

awareness you don’t only put yourself in danger but also your 

colleagues if you put focus on. I think awareness is really a thing we 

did well within the police and we use of course social media for our 

own means.” 

 

Quote 17 (SE 5) – “So there is quite of task for everybody to be 

aware.”  

 

Quote 18 (SE 6) – “I mean there can be this social awareness, this I 

would imagine that at some point at schools people would get this 

collective knowledge and they would maybe talk about with each 

other and then they would be aware of what Facebook might be 

capable of.” 

 

Quote 19 (SE 9) – “It is kind of hard to capture the essence of 

privacy and security risk and then give awareness to users because 

for users, if the user goes okay can I upload the picture of my 

wedding or not, you know that kind of thing, and you know what are 

the risks, and it’s really hard to quantify those risks so I think 

awareness is important.” 
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Quote 20 (SE 9) – “They have to be able to understand it on personal 

level what privacy and security risks come from oversharing data.” 

What can 

Facebook do? 

Quote 1 (SE 1) – “Bob Dylan once sang to live outside the wall you 

must be honest. That should be, I think that should be somewhere in 

the building of Facebook, in the direction room or, just be honest.” 

 

Quote 2 (SE 1) – “Yeah transparent, tell people about your business 

model, show how much advertisement you add on a great level and 

why not on a personal level, every month we earn so much thanks 

to you, because we send you advertisements or things like that or 

these kinds of companies are interested in advertising for you, I 

don’t know but just be honest. It is now, he is so dishonest that he 

gets a lot of distrust and as soon as there is going to be and there is 

going to be an alternative of Facebook and then a lot of people will 

switch and then he will buy it.” 

 

Quote 3 (SE 3) – “Well, be more transparent I think and not by 

sharing whole list of the way they work on privacy (terms and 

agreement) and I have to read I don’t know how much text. Make it 

transparent in a simple way for me and give me some proof that 

things have changed.” 

 

Quote 4 (SE 8) – “So I think maybe really every time you log in on 

Facebook, they have some very short sentence, watch out for this, 

this and this but at the moment you put there something longer 

people don’t read it. And next thing is if nothing happened to people 

related to this, they will read it once and if you stop reminding it to 

them, they will fall back into their old routine because they don’t 

really believe it, they say it happens to someone else but it won’t 

happen to me so to do some campaign” 

 

Quote 5 (SE 9) – “the transparency part of where, what data is 

being, what type of data is being sold right. Or what type of data it 

is being collected and shared with others, how about that. I say sold 

because in reality there is renting or selling going on or being used 

for marketing. Now, Facebook can do that, I mean they can 

somehow come up with a framework to explain that but you know, 

they also have to make it where people, I would say the right thing 

to do would force at some point a user to go through a five minute, 

like video training which would say you’re using Facebook and this 

is what’s happening to all your data” 

 

Quote 6 (SE 9) – “Facebook can be required and put together a nice 

little package that says here’s generally the types of data we collect, 

here’s what’s being sold and here’s what’s being used and that 

would be useful. Now, I don’t think that means that people would 

actually pay attention to it but I do think its Facebook’s 

responsibility to say here’s the type of data we’re collecting, here’s 

it’s being used and here are the other types of organizations and 
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maybe even the list of all the organizations that your data is being 

shared with.” 

Profiling and 

psychological 

influence 

 

 

Quote 1 (SE 1) – “Yeah, obviously. I really think that what 

Facebook did with Cambridge Analytica, that it really affected, if 

you read what they did with the information, like potential Trump 

voters, were stimulated to vote and to vote for Trump. And potential 

Clinton voters, were stimulated not to vote, I think it really did have 

an impact, Brexit same way.” 

 

Quote 2 (SE 3) – “Well, what we heard in Facebook media thing 

was also that they are using it to influence the opinion of Facebook 

users and I think that is quite scary because we all know that the 

news we read is all already one way of looking at things so we don’t 

know the whole story, we only know the story from the way the 

western world is looking at it and sometimes even a small group 

within the western world but that is one way, that is the way you get 

your information and if they really want to influence the opinion and 

use social media for that, that goes one step further I think than only 

how do you call it when I read the magazine or the newspaper I just 

get the information and that’s it so it is one way and on the social 

media it is one way and they look at what it does with the opinion 

of people, so you give something back and depending on what you 

give back as a community they do something else to influence you 

more so it is two ways and maybe even more effective than the old 

way we were sharing information.” 

 

Quote 3 (SE 4) – “I think you are influenced and you don’t realize. 

I think the behavior is, moving people towards certain behavior, it 

is like softly pushing them without them realizing, I think that you’re 

the way how you look at the world will change , also what you are 

doing, what choice you make, because the same is you are 

influenced by advertisements, these stupid advertisements on the 

television that we don’t look at but they shape your behavior, 

otherwise they would not do it.” 

 

Quote 4 (SE 8) – “I think it influences people because they are 

getting tailored offers and ads, exactly of what they are interested in, 

where they’ve been, what they watched and looked at. And that way, 

the ad can target what they want and maybe what they don’t want 

but well-tailored ad will target them and maybe make them purchase 

the product or service eventually.” 

 

Quote 5 (SE 8) – “For example, in the mass social media are the 

true and false news differed but on Facebook, there are so many of 

pages and people are not able to choose and see that this is the 

objective truth, but it is more like they have some opinion and they 

look for pages that match their opinion or has similar one. And there 

are so many pages like that and it is many times used for things such 

as propaganda and in my opinion, that is very dangerous.” 
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Quote 6 (SE 9) – “So you know, Facebook for instance, there is a 

lot in the news now you’ve got the Cambridge Analytica scandal 

with helping different political campaigns, stuff like that and that’s 

bringing up more to the public awareness but people still don’t get 

that their likes on different things are putting them into digital profile 

that for marketing purposes and you know, depends on what kind of 

company is using the data, whether it’s political, whether it sells 

products or whatever, that their data, they just say oh that’s a pretty 

picture and they click on it or someone went on a vacation and they 

click it. They don’t necessarily understand that now they’re being 

profiled like oh you clicked the picture of Hawaii, now all of a 

sudden, don’t be surprised when you start seeing adds of Hawaii in 

your feed or something like that so no I don’t believe that people 

understand or even care fundamentally about what’s happening 

when they’re using the product. They care about it more when they 

hear about the side effects of it like they are potentially being 

manipulated to by receiving news stories that put on their fears or 

advertisements of the things that they might be interested in and they 

do impulse buys and stuff like that.” 

 

Quote 7 (SE 9) – “Now, behind the scenes, this is where you hear 

about Cambridge Analytica and other companies like it. If your data 

is being aggregated and manipulated through algorithms and sold 

and now all of a sudden you’re getting different types of ads and 

videos and mailings and you name it because the data will go out to 

all different types of marketing campaigns, then your privacy is 

clearly being violated because you were not really aware of all 

where the data is going.” 

 

Quote 8 (SE 9) – “So, I am not saying that Facebook is sending 

people to prison or having them killed but what I am saying is the 

amount of information on Facebook and connections between 

people, that metadata is potentially a security risk at a personal level 

for sure because you can be social engineer  and do things like click 

links and then you can either download malware or you can go to 

website and see offensive material or potentially as Cambridge 

Analytica is accused of kind of being manipulated to vote for a 

particular party by praying on your fears.” 

 

 


