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Abstract

Resilience of an organization can be increased in two ways: on the one hand by
protecting the knowledge of the organization so that in a crisis the knowledge is
safe. On the other hand by being flexible and innovative through sharing knowl-
edge with external organizations. A dilemma appears when combining these
two elements: protecting the knowledge versus sharing knowledge. Through a
literature study, this paper explores the benefits and risks of knowledge shar-
ing and looks into different types of knowledge protection. Hereafter, a matrix
is presented based on the importance level of the knowledge that recommends
organizations to use a specific protection mechanism can be used for each risk
of knowledge sharing. The discussion remains if the proposed protection mech-
anisms would function in every organization: hierarchical organizations might
adopt employee restrictions earlier than flat organizations. In the future, the
matrix should be tested through implementation into real organizations, where
after the proposed matrix can be optimized.

Keywords. knowledge sharing, knowledge protection, co-creation, resilience, in-
novation.

1 Introduction

Resilience is an essential topic in enterprise and business world. Time and time again,
unforeseen events that have a decisive role in the existence of an organization come
along. Organizations need to be able to deal with these events, lest they end up in a
crisis. One type of crisis-inducing events is an unintended knowledge spillover, in which
critical information about an organization and its products is shared with competitors
causing the organization to lose its competitive edge (Bouncken and Kraus, 2013).
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One way to avoid crisis is through innovation. New products or a change in organi-
zational culture can make a big difference (Hurmelinna-laukkanen and Puumalainen,
2007). Innovation can be made easier when working together with others, even com-
petitors, through knowledge sharing or coopetition (Estrada et al., 2016). This can
lead to positive results for all organizations involved, for instance when Samsung and
Sony worked together to develop and manufacture LCD-screens, thereby gaining an
advantage over the shared competitor LG (Ihlwan, 2006). However, there could be a
problem when one of the knowledge sharing partners gains valuable information of a
competing organization, while the other is left without a competitive edge.

This paper focuses specifically on the point of knowledge exchange between organi-
zations when they try to innovate together. An organization can be defined as a social
unit of people that is structured and managed to meet a need or to pursue collec-
tive goals (Businessdictionary.com, 2018). One of these goals could for example entail
becoming the most innovative one in the industry. Organizations have to constantly
make the trade off between sharing knowledge with others or keeping all the knowledge
to themselves.

Therefore, the question arises: how to find the right balance between knowledge
sharing and knowledge protection? The goal of this paper is to find a solution to bal-
ance both knowledge protection and knowledge sharing, as both are important for the
resilience of an organization. To do this, first the concepts of resilience, knowledge-
sharing techniques and their importance will be discussed as well as methods for knowl-
edge protection currently employed by organizations. Afterwards, the methods of the
literature study are elaborated on. Third, the related work will be used as a conceptual
framework to answer the research question and propose a new solution for the afore-
mentioned problem. Finally, this report concludes with a discussion of the proposed
solution as well as recommendations for future research.

2 Conceptual framework

2.1 The value of knowledge

Knowledge is part of the intangible assets of an organization and is the source of all new
products and processes that organizations can offer (Hylton, 2002). To properly develop
new products, create new strategies and utilize the knowledge within an organization
to its full extent, knowledge management strategies need to be implemented. These
strategies include the search for and creation of new knowledge, which can be achieved
within an organization as well as by looking at outside sources (Wang and Ahmed,
2005).

Furthermore, the need exists to store knowledge for later use and, in some cases,
to protect it from competitors. While the value of knowledge is hard to quantify, due
to its inherent nature, attempts to turn knowledge into a metric have been made. For
instance, through the rate of product changes to the desired state (Xu and Bernard,
2011), or a survey-based audit (Hylton, 2002). Furthermore, there is the option to
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measure the output of the knowledge, such as the number of innovations or product
proposals made. Therefore, the importance of the knowledge is categorized as low,
medium, and high to record how sensitive organizational data and information is (Park
et al., 2014).

2.2 Resilience

Resilience means that organizations are prepared for pre-emptive and unforeseen events
so that they respond adequately. Thus, the organization must both have a strong foun-
dation to prevent collapsing at the first small shock, as well as a way to recover when
something bad does happen. Resilience can, therefore, be broken down into three main
components that have different tasks. Engineering is the first essential component as
it tries to keep the organization in balance. The second component is ecological, which
tries to implement the robustness and efficiency in the enterprise. Finally, resilience
must be adaptive and find the balance between efficiency and adaptability to change.
(Blanco, 2018)

Furthermore, the adaptive cycle by Crawford S. Holling, as seen in figure 1, repre-
sents the life cycle of a system (Holling, 2001). Two relevant dimensions are described,
which are defined by a forward loop and a backward loop. These two loops are repre-
sented by four phases, namely: growth or exploitation (r), conservation (k), collapse or
release (omega), and recognition (alpha). Now, the question arises where the transfer
of internal knowledge with external organizations is on the adaptive cycle. In cases
where the knowledge sharing was unintended or otherwise not well received, it would
end up between release and reorganization, as the organizations ends up in a crisis.
Intended knowledge sharing would occur after a reorganization during the exploita-
tion phase (Holling, 2001). This is when an organization would be most focused on
generating new ideas, for which knowledge sharing can be used.

Figure 1: The adaptive cycle(Holling, 2001)
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2.3 Knowledge sharing

Taking advantage of knowledge can only be done when it is possible to share knowl-
edge and built on knowledge of others. Knowledge sharing can be identified as the
action of making knowledge accessible for others. More specifically, knowledge sharing
between two parties can be described as the process where knowledge from one party
is transformed into a certain form so that it can be understood, recorded, and utilized
by the other party (Ipe, 2003).

The sharing part of knowledge sharing means that the one who holds the knowledge
has to consciously put the knowledge in a form that can be used by others. Further-
more, the sharing part implies that the sender and the owner both own the knowledge
instead of solely the sender. Knowledge sharing happens both at the individual as at
the organizational level (Lin, 2007). At the organizational level, knowledge sharing
can be embedded in the culture of an organization, by not only using it in the business
strategy, but also in the way employees behave and work (Lin, 2007). Knowledge shar-
ing can be done in multiple ways. However, for this paper the focus lies on co-creation
and coopetition, which will be described in sections 2.4 and 2.5.

2.4 Co-creation

2.4.1 Definition

Co-creation can be defined as the collaborative development of value by the organi-
zation and its network of stakeholders, such as customers, distributors, and suppliers.
New knowledge and innovations can be identified as the valuable results of actions and
behaviours between individuals and organizations (Edvardsson and Gruber, ). On top
of that, co-creation requires active involvement of parties in different phases of the
production process (Prahalad, 2007). Other outcomes of co-creation can be improved
customer insights through sharing knowledge between parties.

Besides, co-creation is often referred to as co-production and co-innovation, as it
can be viewed as a type of open innovation (Frow et al., 2015). Co-production is mostly
used for involvement in the public sector, such as the citizen as a co-implementer of
public services (Voorberg et al., 2015). Co-innovation can be seen as an extension
of co-creation and focuses on the cooperation of customers and organizations for the
creation of value that is specifically concentrated on product and service innovation,
such as for new product and service development (Kohler et al., 2010).

2.4.2 Motives for co-creation

Several motives for co-creation exist, such as: 1) the creation of more competitive
products when customers are involved in the design and conception process (Carbonell
and Rodriguez-Escudero, 2014) the reduction of costs when including the network in
the production process of the core product, 3) faster time to market as co-creation can
lead to faster development and therefore a decreased time to launch the new product
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(Luca and Atuahene-Gima, 2007), and 4) for the creation of an emergent strategy when
the organization is faced with an operating environment that includes uncertainties.
In this case, organizations use non-predictive, emerging strategies, in which co-creation
with other parties exists.

2.5 External knowledge sharing: coopetition

2.5.1 Definition and benefits

Even though different types of co-creation exist, all forms of co-creation demand two
or more organizations. The initiator of the co-creation usually focuses on develop-
ing a solution through co-creation and on finding relevant partners to help developing
this solution. These relevant partners can be organized in five categories, namely: 1)
customers (upstream actors), 2) suppliers (downstream actors), 3) competitors (actors
that offer similar products), 4) partners (collaborators for multiple activities, and 5) in-
fluencers (indirect collaborators such as media, government, and regulators) (Arantola,
2002).

Co-creation comes in different forms, but most relevant is to look at co-creation with
competitors. Co-creation with competitors is called coopetition and involves the volun-
tarily collaboration with competitors in a non-collusive, pro-competitive way (Bushee
et al., 2018). This can also be seen as a form of external knowledge sharing. An ex-
ample of this is the collaboration between Samsung and Sony to create LCD screens
as mentioned in the introduction 1 (Ihlwan, 2006). This external knowledge sharing
is a vital element of inter-firm collaboration. Apart from promoting a technology or
market, organizations often get unintended benefits from access to information from
competitors and industry, which can be used for future predictions. Furthermore, shar-
ing knowledge externally can help the organization scan the competitive environment,
create new ideas and capabilities, and execute innovations (Alexy et al., 2013).

2.5.2 Risks of external knowledge sharing

However, external knowledge sharing does not only contain benefits. Uncontrolled
external knowledge sharing happens when business-critical knowledge is shared with
other organizations without judging the knowledge individually. This individual judg-
ment is needed, as it is seen as a decision about whether to share the knowledge with
anyone outside of the organization. When this consideration is not carefully made,
knowledge sharing can be seen as uncontrolled. Therefore, this can lead to an unin-
tended knowledge spillover, meaning that business-critical knowledge is shared while
it was not meant to be shared.

Furthermore, the boundary paradox means that organizations should allow knowl-
edge to flow to other organizations. However, core strategic knowledge should be
prevented from sharing. It is difficult to assess whether the organization should start
sharing its knowledge or not, as the possibility exists that the partner organization
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decides not to share its knowledge. The risk arises that then only knowledge is shared,
but not received (Teng, 2018).

Another risk involves unwanted knowledge spillovers. Which can be created by an
environment where the the knowledge is too easy to access for employees, resulting in
excessively open and comprehensive knowledge sharing (Ritala et al., 2018).

On top of that, people with similar backgrounds working at different organizations
are likely to share too much knowledge with like-minded people from other organiza-
tions (Foss et al., 2010). The connection with others creates a form of trust which,
together with a proper lack of judgment from employees about what to share and when,
can lead to sharing knowledge that is not meant to be shared (Jansen et al., 2006).
An effect of this can be that one party benefits more of the partnership than the other
(Nasr et al., 2015).

2.6 Knowledge Protection

2.6.1 Formal Knowledge Protection

Global economic growth will be increased by international knowledge transfers (Romer,
1990), but still many organizations are hesitant to share (most of) their knowledge with
others (de Faria and Sofka, 2010). This hesitation makes organizations interested in
knowledge protection. There are multiple knowledge protection strategies that can be
applied by either small or multinational organizations.

As mentioned in section 2.5.2, knowledge spillovers usually occur when two or more
competitive organizations collaborate on certain projects, but unintentionally too much
knowledge is transferred from one organization to another (Phene and Tallman, 2014).
Formal knowledge protection strategies are based on legal intellectual property rights,
which make sure the organization that does certain findings has exclusive rights to
these findings for a specific period of time. This protects these organizations against
any unintentional knowledge spillovers (Estrada et al., 2016). On top of that, legal
knowledge protection mechanisms such as patents, copyrights, and trademarks are
widely used (de Faria and Sofka, 2010).

Another important factor in protecting knowledge from unintentionally spilling over
is making legal agreements on what can be expected from both organizations involved
before starting the knowledge sharing. These legal agreements can make knowledge
sharing more complex, but can in some cases be necessary to be able to have a fair
knowledge trade with another organization (Bogers, 2011).

Patents are used to gain the exclusive right to certain inventions, where copyrights
are used for protection of replications of such inventions (Liebeskind, 1997). As copy-
rights and patents are not valid forever and the rules differ among countries, this could
cause problems for the organization (Teece, 2000). However, in practice, patents are
seen as a protection method that does not work properly, therefore organizations should
focus on competence and trust instead (Jiang et al., 2013; Phene and Tallman, 2014).
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2.6.2 Tacit Knowledge

Another form of strategic knowledge protection and to prevent knowledge from leaking,
storing the knowledge in smart ways is a solution. Smart storage makes knowledge
harder to access, to understand, and to copy, which turns normal knowledge into tacit
knowledge (Seidler-de Alwis and Hartmann, 2008). A way to do so is by making the
design of the knowledge complex to read and understand for organizations or employees
that do not know how to interpret the knowledge. This is most often applied in
knowledge that is used for specific products of an organization. However, the risk of
this protection mechanism is that it increases the complexity of sharing the knowledge
both within the organization and with external organizations (Szulanski, 1996). Still,
it is good practice to convert explicit, clear knowledge that can be easily spilled over
between organizations into tacit knowledge, which reduces the chances of unwanted
spillovers (Bloodgood and Salisbury, 2001).

A way to enhance spreading tacit knowledge within a organization is to set up a
network for employees where they can share tacit knowledge safely through information
technology applications with the necessary explanations on how to do so (Bloodgood
and Salisbury, 2001). Information technology can make it possible to make (a part of)
tacit knowledge transmittable between employees without completely losing the tacit
character. This can be done, for instance, by introducing a well secured platform where
different people and organizations can work together and share this tacit knowledge
with each other.

2.6.3 Employee Policies, Restrictions, and training

Most of the organizational knowledge is divided over all the employees who work for the
organization. Therefore, knowledge management strategies exist that prevent knowl-
edge spillovers by employees. Initially, organizations can allow only a certain number of
employees to access sensitive knowledge in order to prevent spill over. Furthermore, it is
recommended that not one single employee should have access to almost all knowledge,
this should be divided among different employees (Bloodgood and Salisbury, 2001).

Besides, organizations can use specially designed employee conduct rules to legally
ensure that employees will not share organization knowledge purposely. These conduct
rules often reduce the mobility of the employee, which means the employee can not
work for other organizations in the same competitive field at the same time. On top
of that, employees are sometimes prevented from leaving the organization for a period
of time.

Finally, employee conduct rules often contain confidentiality or nondisclosure clauses
that avoids employees from discussing the business of the organization with other or-
ganizations, or sometimes even with colleagues (Liebeskind, 1996). Therefore, it is
useful to train employees to prevent them to spill knowledge unintentionally. In the
end, keeping employees within the organization is important to keep knowledge inside
of the organization, but this cannot be reached with employee training only (Acton,
2003).
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2.7 Dilemma: sharing versus protecting knowledge

External knowledge sharing, and coopetition in particular, can provide benefits to all
organizations involved. This is especially the case when organizations work together
to provide high-risk, radical innovations as these can even create new markets from
which all organizations involved can reap long-term benefits (Ritala and Hurmelinna-
Laukkanen, 2009). For example, competing telecom companies designed GSM stan-
dards together. This improved customer service for all companies involved (Ritala and
Hurmelinna-Laukkanen, 2009; Fjeldstad et al., 2004).

However, there are reasons why organizations might be wary of this process. Knowl-
edge spillovers between partners can be one sided, and even misused. This can leave
one of the partners at a severe disadvantage as stolen ideas can leave an organization
without an competitive edge (Bouncken and Kraus, 2013). This is especially a risk
for resource rich organizations who already have a diverse set of technologies and have
little to gain from smaller organizations, even though these smaller organizations can
gain much of their market share.

These risks cause organizations to employ both formal knowledge protection meth-
ods, such as patents and trademarks, as well as informal methods, such as intentionally
limiting the knowledge a new partner will have access to (Estrada et al., 2016). These
methods are part of an organizations appropriability regime(Hurmelinna-laukkanen
and Puumalainen, 2007). Using a strong appropriability regime might make an orga-
nization, and the people within it, feel more protected.

However, it could have an adverse effect on the quality of the coopetition. Stronger
protections might lead to feelings of mutual distrust and higher tensions between part-
ners. This increases the “competition” aspect of coopetition which decreases the pos-
sibilities for innovation. A less effective, or even distrustful partnership might deter
organizations from collaboration altogether. Although full cooperation is not as ef-
fective either, and a balance would need to be stuck between both cooperation and
competition for coopetition to be at its most effective (Park et al., 2014). Therefore
this paper aims to propose several knowledge protection techniques based on different
levels of the importance of knowledge. By dividing knowledge on level of importance,
it is likely to disturb the knowledge sharing process.

3 Methods

To execute this research, a literature search was executed using Google Scholar and
University of Amsterdam (UvA) database. The search was not restricted with respect
to dates. The following words were used separately and in combination with each other:
knowledge sharing, external, coopetition, knowledge value, co-creation, competitors,
knowledge protection mechanisms, organization. The references that were made in
the scientific articles were used to look more specifically into the topics. To create
a complete overview of current developments, the articles had to be peer reviewed,
published in English, German, or Dutch, and to have either a positive or negative
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perspective on the topics of external knowledge sharing, co-creation, or knowledge
protection.

The literature was processed, analyzed, and reflected, during a three-step process.
First, the scientific articles were read thoroughly per topic to create an overall im-
pression of the available content. This resulted in writing the conceptual framework
part. Secondly, the risks and benefits of external knowledge sharing and knowledge
protection mechanisms were compiled. From this compilation, the current dilemma
and research question were developed. Third, the concepts found in the conceptual
framework were combined to help creating solutions to answer the research question,
which will be shown in section 4.

4 Results

Because of the large amount of protection methods available, and the differences in risks
knowledge sharing can bring, choosing the right method can be difficult. Therefore, a
recommendation for which protection method to use is given based on the perceived
risks of knowledge sharing. How this can help organizations be more resilient is dis-
cussed afterwards.

4.1 Matrix

Table 1 shows different protection methods that organizations can use depending on
their current challenges and situation. For each of the common risks of knowledge
sharing, as discussed in section 2.5.2, different knowledge protection methods are given
which are scaled to the importance of the knowledge to which the protection methods
should apply.

The first risk is the boundary paradox, where organizations are at risk of giving
more knowledge than that they receive (Teng, 2018). When the shared knowledge is less
important for the strategic advantage of the organization, making a proper agreement
with the partner organization about what they are supposed to be sharing should be
enough. Agreements can easily be broken, however in this case this should not cause
any major problems. At a higher level of importance, restrictions can be made to
only involve certain employees in the knowledge sharing process. These restrictions
would apply for both partners. For example, both organizations would involve their
top level engineers in the knowledge sharing process, instead of one party purposefully
sending people who are less knowledgeable, thereby disadvantaging the other party.
When the shared knowledge is of high importance, such as specific design elements,
organizations should focus on creating a smart design and on storing it well. A hard
to copy design would be useless without proper instructions. This allows organizations
to have full control over what and when they share knowledge, so it would be easier
for an organization not to over-share without getting anything in return.

Furthermore, the second risk involves a knowledge spillover between employees
of partner organizations with a similar background, for instance during coopetition.
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For employees with a similar background but working at two different organizations, it
would be easier to understand, or to reverse engineer, designs. It is therefore important
that knowledge is also protected through means other than a smart design. At a low
importance level, this includes restricting employee access to the knowledge to avoid
knowledge from being leaked. At a medium and high level of importance this includes
employing legal mechanisms such as copyrights and patents. These would ensure that
when a knowledge spillover occurs, and the other party can use it to gain a competitive
advantage, legal action can be taken.

Finally, the third risk involves the lack of judging by employees. As mentioned
in section 2.5.2, individual judgment of the knowledge is needed, as it helps to decide
whether the knowledge is shared externally. When the knowledge is of low importance,
the precaution that the organization can take involves training their employees. As
mentioned in section 2.1, training employees can raise awareness about the risks and
dangers of the lack of individual judgment. Employees should carefully evaluate if,
when, and how the knowledge can be shared. Furthermore, when the knowledge is
of medium importance, the organization should invest in employee restrictions. These
restrictions should contain the information about which employees in which level of
hierarchy and in which department can and cannot access certain types of knowledge.
These restrictions can be in the form of a contract that employees should sign. When
they do not comply to these agreements, employees could be penalized. Finally, when
the knowledge is of high importance, physical employee restrictions should be consid-
ered by the organization to implement. These type of employee restrictions differ from
the employee restrictions for knowledge of medium importance, as this type is em-
bedded in the systems of the organization. Information Technology makes it possible
to give certain people from a certain level and a certain department access to highly
important knowledge. For example, junior executives cannot access the e-mail inbox
of the CEO of the company. Through this restriction, employees do not have to judge
if the knowledge can be shared themselves, this is done for them.

4.2 Link to resilience and adaptive cycle

By connecting knowledge protection mechanisms to the risks of knowledge sharing,
two sides of the adaptive cycle (figure 1) are considered. When organizations want to
innovate through gathering inspiration by sharing and receiving knowledge externally,
they are focused on the conservation and release phase. When organizations are in this
phase, they should be flexible to initiate new ideas and processes to innovate. However,
the proposed knowledge protection mechanisms that organizations can take to prevent
knowledge from being spilled make the organization less flexible. These mechanisms
are important to make the organization resilient to crises and other unforeseen circum-
stances. To conclude, organizations should carefully choose their knowledge protection
mechanisms as it creates an armour for them to decrease impact of unforeseen events.
At the same time, the need to be flexible for innovation should be taken into account
when choosing knowledge protection mechanisms by organizations. This means that
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implementing these mechanisms is best done during the exploitation and conservation
phases of the adaptive cycle, which is when an organization needs to keep its current
processes intact.

Low importance
level of knowledge

Medium importance
level of knowledge

High importance
level of knowledge

Risk 1: Boundary
paradox

Make agreements
with partner
organization

Employee restrictions
about the accessibility
to sharing knowledge

Smart design and storage

Risk 2: Knowledge
spillover
similar backgrounds
employees

Employee restrictions
about accessibility
to knowledge

Legal protection
mechanism:
copyrights

Legal protection
mechanism:
patent

Risk 3: Lack of
judging
by employees

Raising awareness
about dangers
to employees
through training

Employee restrictions
about accessibility
to knowledge

Employee restrictions
through IT: block certain
knowledge
for certain people

Table 1: Matrix that contains the three risks of knowledge sharing on the left side, the
levels of importance at the top level, and the knowledge protection mechanisms that
can be used to reduce the risk

5 Discussion

To protect an organization’s knowledge base during knowledge-sharing opportunities,
several protection methods can be recommended. In the proposed solution, recom-
mendations are based on the perceived risk from the knowledge sharing process and
the importance of the knowledge used. However, several other factors could influence
which type of protection method is best for an organization. For instance, organiza-
tions with a strong hierarchical culture might more easily adapt to a system with more
employee restrictions than an organization where all employees are regarded as equals.
These factors are currently not taken into account, which might have an influence on
the chosen type of protection mechanism.

Additionally, depending on the organizational type, some organizations might not
want to involve knowledge sharing into their business strategy at all (Lin, 2007). How-
ever, this does not mean that knowledge spillovers do not happen. Knowledge can
be spilled through a malicious employee to competitors. Organizations that are cur-
rently not involved in knowledge sharing with other companies should still keep the
lack of judging by employees in mind. Protection methods for this risk involve setting
employee restrictions, something which is applicable even outside of knowledge sharing.

Another thing to consider is the relationship between partners. All organizations
involved should know that the other has certain protection methods in place without
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them losing their trust in each other. This means that there should be clear commu-
nication between partners about what is desired from the project and where certain
boundaries lie. Obviously, partners would not need to know any specific encryption
algorithm used, but they should be notified that any protection methods are standard
policies and not used to negatively impact the knowledge sharing. This could ensure
a smooth, yet safe, cooperation.

6 Conclusion

Knowledge sharing with external partner organizations is seen as advantageous for both
parties, as it increases the ability to innovate. The dilemma that this paper focuses on,
is as follows: sharing knowledge with partner organizations or protecting knowledge
to prevent it from being stolen. By means of a literature study, different solutions for
different risks of knowledge sharing are proposed.

Organizations can use this solution as guidance for choosing which knowledge pro-
tection mechanisms are suitable for which situation. The benefit of the solution is
that organizations can identify the level of importance of the knowledge as well as the
possible risk that the organization is facing. However, the challenge in using protec-
tion mechanisms for knowledge is that it limits the flexibility of the organization, and
therefore the ability to innovate with partner organizations. Therefore, it is best to
implement the knowledge protection mechanisms during the exploitation and conser-
vation phases of the adaptive cycle (figure 1).

7 Future recommendations

First, the viability of the proposed solutions should be examined, through case studies
or observations of an organization when they try to implement presented solutions to
prevent the outbreak of the presented risks of knowledge sharing. To illustrate, the Eu-
ropean Union aims to protect the rights, privacy and freedom of natural persons in the
EU through the General Data Protection Regulation (GDPR). Furthermore, the Eu-
ropean Union aims to reduce barriers to business by facilitating free movement of data
throughout the EU (IT Governance Privacy Team, 2017). GDPR regulations make it
harder to ’steal’ knowledge from others, as the data is better protected. However, the
influence of GDPR on knowledge protection and knowledge sharing on organizations is
not yet examined, as it is a new set of regulations. Therefore, how GDPR regulations
are applied and their effect on the implementation of protection methods could also
be taken into account during the examination of the matrix. The feedback from the
implementation phase should be taken into consideration for further improvement of
the matrix in Table 1.

Secondly, there are currently only three main risks taken into account in the matrix
in table 1. There are probably many other risks that can arise because of knowledge
sharing. A way to find more risks could be a case study for an organization that starts
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with knowledge sharing between organizations. Complications that then arise could
be converted into risk factors.

Finally, future research should take into account that organizations have different
sizes and therefore different budgets. Therefore, future research can look into the
possibilities for organizations with different budgets to match with different protection
mechanisms that each have different implementation costs. Not every organization will
be able to implement every protection mechanism due to lack of financial resources.
However, the matrix, as seen in table 1, contains different types of knowledge protection
mechanisms that may be suitable for all sorts of organizations.
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