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Abstract. With data breaches becoming an increasingly major issue in
both public and private domains, it is essential to research how organisa-
tions can improve their adaptiveness together with resilience. The paper
incorporates the Ensor framework as its main theoretical frame and anal-
yses its usefulness in the context of data breaches. The research combines
both - theoretical research and qualitative empirical data, permitting to
make sound conclusions and recommendations. The final conclusions en-
tail that the Ensor framework can be used as an additional approach
by the companies to improve their adaptiveness and resilience to data
breaches.
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1 Introduction

Cyber threats have been a predominant topic in the news in the recent years.
Humongous amount of personal data has been breached and leaked into the
open from corporate giants like Yahoo and Facebook. In the past few years,
data breaches have increased in their number and it has been measured that
the leaks have surpassed a billion records in 2014, reaching four billion exposed
personal data records in 2016 [9]. The data breach issue extends into the adap-
tive capabilities of companies affected. According to Kaspersky in 2015, 29% of
companies believed it was cheaper to deal with data breach issues when they
occur rather than preventing them from happening [5], illustrating a reactive
approach when dealing with data breaches. Research done on the subject also
seems to favour a reactive-type approach over preventive measures [13, 14]. Most
adaptive practices by companies, in the case of data breaches, are based on ’fail
and learn’ design, rather than proactive prevention and adaptability to counter
cyber threats and improve resilience.

The facts noted above illustrate why it is essential to research the ability of
a company to adapt and recover from potential data exposures. In the context
of this paper, resilience is the ability of a company to continually change and
withstand new emerging threats, or new security standards, to a point where it
can operate at the same functional level as before. Adaptability is a subset of
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resilience and represents the capacity of a company to influence this resilience
[3]. The objective of this research is to find out if the adaptability and resilience
of a company towards unexpected data exposure can be improved when using an
existing framework. To test this objective, the Ensor Framework for measuring
and improving adaptive capacity will be used, in the context of data breach
resilience. The Ensor Framework is a way for companies to identify their adaptive
capacity and is based on three dimensions: (1) power sharing; (2) knowledge and
information sharing; (3) and experimenting and testing. Considering the context
and the framework given, the research question can be formulated as: ’How
can companies improve their adaptivity and resilience towards data breaches by
implementing the Ensor Framework?’

The first section of the paper is the theoretical research. It presents the
Ensor Framework, Deming cycle, and the proposed strategies for companies to
adapt and recover from data breaches. The second part is devoted for qualitative
data interpretation. Two interviews with experts from the IT security field were
carried out to gain more insights about data breaches and applicability of Ensor
Framework in data breach context. Following the interview analysis, the initial
research results are presented which outline the main pros and cons of using the
Ensor framework. Finally, the last section discusses the findings and draws the
final conclusions of this research.

2 Literature overview

2.1 Ensor Framework Review

Ensors three-fold approach is the core theoretical framework applied in the last
part of this paper. Three main aspects constituting the framework are (1) power
sharing, (2) knowledge & information sharing, and (3) experimenting and testing
(see Figure 1) [2, p. 35]. For Ensor [2] adaptive capacity is primarily analysed
from a communitys perspective. Therefore, Ensor considers that the adaptive ca-
pacity, in this context concerning a community, is based on these three aspects.
This framework could be further applied in the context where organisations exe-
cute their daily operations. To become adaptable, an organisation must establish
relationships and allow feedback between people, institutions, policies and envi-
ronments [2, p. 36].

The power sharing notion primarily deals with a set of arrangements between
a community and an organisation(s). Power is assumed to play a central part
in creating opportunities and resources that are used and exploited by these
communities [2, p. 36]. In other words, power-sharing is an organisations efforts
to empower local communities and increase their capabilities to use resources and
exploit opportunities. It is suggested that the following steps are taken when
introducing power-sharing: (1) recognising potential values and opportunities;
(2) Acknowledging interests of society by institutional actors (3) negotiating
agreements and (4) Co-managing partnerships [2]. For this paper, power-sharing
will used to determine the extend to which power is shared among the managers
and employees within an organisation.
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Fig. 1. Adaptive capacity framework. Source: interpreted from Ensor [2, p. 35]

Knowledge & Information is the second core principle in Ensor’s framework.
Having access to knowledge & information is a substantial factor permitting
communities to deal with uncertainties and adapt to the future challenges [2,
p. 43]. Accordingly, this ”building-block” for adaptive capacity enhances the
understanding of a problem in the present and the future. It is expected that
the higher the level of knowledge & understanding is within a community, the
higher the chances are for a successful adaptability and lower uncertainty [2,
p. 43]. For data breach resilience and adaptability, acknowledging this principle
is essential. It can be expected that if the extend to which knowledge and infor-
mation is shared within a company is relatively high, the more adaptable its IT
environment will be. This is further examined in the last chapter of the paper.

Lastly, experimenting and testing is directly correlated to knowledge & infor-
mation. Local introduction, training, testing, and understanding of new trends
and ideas, improve the overall level of adaptability. It is suggests to test new
technologies in a local setting [2, p. 46]. Therefore, the most adaptive communi-
ties are those that are able to enhance their technical capacity, given the level of
institutional support [2, p. 47]. For data breach adaptability, experimenting and
testing will be explored as a crucial step when improving the overall resilience
towards data breaches.

To conclude, the three-fold Ensor Framework introduces three dimensions
for developing a fully adaptable system. Its applicability in an organisational
setting is further explored in section five of this paper.
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2.2 Deming cycle

Fig. 2. Deming Cycle incorporating the four PDCA elements. Source: Interpreted from
Johnson [4, p. 120].

As noted by the two interviewed experts (see section 4), the Deming cycle,
also referred to as a PDCA plan-do-check-act, is acknowledged as a framework
that is often applied in IT management. The cycle functions as a continual
process for improvement, helping managers to plan a specific action, execute it,
check if the results are sufficient, and finally act upon the lessons learned [4,
p. 120]. The Deming cycle is illustrated as a continuous process incorporating
all four elements (see 2). Each step helps to assure that an organisation executes
its full potential in its daily activities. The cycle commences with the first stage -
planning. Here, potential problems and opportunities are identified and analysed,
helping a company to predict the upcoming threats and possible openings [4,
p. 120]. In the second do stage, execution takes place. Prior the actual acting
on the problem, solution development takes place. Once the company comes up
with a solution to a problem, managers execute the required actions to fix the
problem. In the third check phase, the results of these actions are observed and
evaluated. This is done by evaluating whether the initial goal was successfully
achieved. Lastly, once the lessons are learned, the act stage assures that the
problem solving approach is standardised and the company will implement the
same process-steps if a similar issue reoccurs in the future [4, p. 120]. Thus, the
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cycle can be considered as a logical method for improving company’s adaptability
and resilience towards data breaches and for developing a sound IT management.

Nevertheless, there are potential drawbacks of a Deming cycle that ought to
be outlined. Some research suggests that the cycle is too rigid and lacks flexibility
in its process [8]. In other words, each step is performed as a follow-up to the
prior action and does not allow any intermediate processes to occur [8, p. 203].
Furthermore, in reality multiple corrective actions and time adjustments need
to be made when the final act is implemented. Therefore, in some instances
the rigidity of the cycle does not reflect real-life situations [8, p. 204]. These
drawbacks could potentially be minimised through the Ensor Framework, as an
addition to Deming cycle (see section 6 - discussion).

2.3 Proposed existing strategies for companies to adapt and recover
from data breaches

Adapting to data breaches
System resilience primarily refers to the ability to recover after an unexpected
force leads to a performance issue within the system [6]. For a system to be
able to adapt means that a system’s resilience can be influenced [3]. A system
can adapt through learning, combining experience and knowledge and/or devel-
oping the system. After a data breach has occurred, not only a system needs
to adapt but also the people that work with that system [10]. Ahead of a data
breach employees can already identify vulnerabilities and implement the nec-
essary corrective actions [1]. An example of a method used to identify possible
vulnerabilities is the Security Quality Requirements Engineering (SQUARE) [1].
Through the SQUARE methodology vulnerabilities are elected, categorised and
prioritised. The SQUARE methodology results in an overview of the system’s
vulnerabilities which can then be better protected.

Recovering from data breaches
As more and more companies engage in e-commerce activities and collect large
amounts of customer data, sensitive data breaches have become a major concern
[7, p. 44]. Consequentially, to protect consumers and increase liability of data
collecting companies, universal regulatory standards have been adopted. These
regulatory measures not only reduce the probability of data breaches but also
enhance the resilience to, and recovery from, data breaches [12, p. 251]. Some of
the popular data protection regulatory measures include proper internal controls,
constant evaluation of protective measures, regular company audits, scanning for
malicious ware, and etc. These regulatory measures not only increase the overall
level of data protection but also help companies to recover after data is exposed
[12, p. 252]. Additionally, it has been observed that data breaches and leaks can
potentially have a substantial negative impact on a companys reputation and its
financial performance. Schatz and Bashroush [11] speculate that public opinion
has a potential to go down once the data breaches occur in a company, leading to
a reduction in a stock price [11, p. 86]. However, as argued by Malhotra [7], the
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evidence together with available research on a companys market value change
deriving from data breaches is rather anecdotical [7, p. 46].

There are a few notable factors that impact companys recovery from data
breaches. Firstly, a size effect ought to be considered. Large firms usually have a
greater capacity in resources, such as skilled personnel or better software encryp-
tion techniques, in comparison to small and medium companies. Consequentially,
larger enterprises will most likely recover from data leaks in a faster and more
successful manner [7, p. 46].

The second recovery aspect takes into account the magnitude of breach effect.
The recovery pace can be perceived as dependent on the scale of a data breach
[7, p. 47]. In other words, the bigger the breach the slower the recovery. Ad-
ditionally, large information security breaches can have a negative snowballing
effect where negative reputation spreads from mouth-to-mouth. This may lead
to company devaluation and a loss in a customer base [7, p. 47-48]. The snow-
balling effect can have serious impact on company’s ability to recover. Therefore,
breach magnitude is a substantial factor influencing companys recovery.

3 Methodology

As stated beforehand, the goal of the paper is to investigate whether the En-
sor framework can be applied when improving organisation’s adaptivity and
resilience towards data breaches. Qualitative research is used as a primary re-
search method. First, during the desk research phase, the Ensor Framework
together with other scholarly literature has been presented. Next to the theo-
retical research, qualitative data collection was performed. Two interviews were
conducted to support the theory with empirical evidence. Qualitative interviews
were carried out with two experts from the data security field: first expert who
is an independent security consultant and the second expert responsible for IT
security in his company. In both interviews, the experts were asked to answer a
set of questions about the data breaches themselves, as well as the Ensor Frame-
work. The interviews followed a semi-structured format, permitting some level
of flexibility during the interviews. The questionnaire consisted out of six open
questions and allowed the interviewees to give an extensive answer to a question.

4 Interview Analysis

In this section, the two qualitative interviews are discussed. The parts of the
interview are interpreted from the original transcript. The following section in-
corporates the most relevant interview data for the research and the key findings
are used for later analysis.

4.1 Interview A (PAUL)

The definition of data breach is aligned with the ones discussed in the scholarly
work section - unauthorised data processing, destruction, or leakage to the wrong
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people. One of the crucial steps in making a company resilient and adaptive is
becoming aware of a possible data breach, prior it occurs. A major barrier for
data breach resilience and adaptiveness is companies unwillingness to report
data breaches. Such backwardness makes companies significantly less resilient
and more vulnerable towards unauthorised data exposures. Employees often look
for an ’easy way out’ and often ignore the required security protocols, such as
using secure email applications and encryption. Even though majority of data
leaks could be easily prevented, in the end they often cause serious damage. Data
leaks have a strong negative impact on a company’s name, as well as financial
consequences. Therefore, companys culture must be open and incorporate high-
level awareness about occurring data breaches so that exposures could be quickly
identified and fixed.

In terms of power sharing, there is a mix of competencies involved amongst
different authority levels in a company. Firstly, access to data is mostly func-
tional. Even though the CEO is responsible for mapping-out business processes,
company employees on different levels possess a more in-depth knowledge about
a specific chain-process and are the ’experts’ in their field. Thus, power sharing
within a company is a logical step for ensuring a coherent data access policy.

Experimenting and testing are essential to have a sound data policy. Once
again, raising awareness about data breaches leads to more attention dedicated
for testing the companys resilience. Penetration tests serve as a tool for finding
out what type of data lies behind vulnerabilities. Usually, the process is not
fulfilled to its full potential due to the lack of awareness in a company. Mystery
Guest is an example of penetration testing. It involves a person who is not an
employee of a company attempting to gather as much data within a company
as possible. In a resilient company, such guest would be quickly identified and
any data transfer to the person would be prevented. Lastly, information sharing
within a company must be made as personal as possible. It is strongly suggested
to interpret data leaks as a disclosure of personal information, such as date of
birth, emails, social security number, etc. Once such image is formed, employees
tend to be more careful with the data they are dealing with. In the end, all
employees should be aware about data sensitivity.

To become fully adaptable and resilience towards data breaches, companies
ought to have a very high level of internal awareness regarding data exposures.
Furthermore, it is important that an organisation has an open culture where
employees feel like they are able to report a data breach. Enabling reporting
without having any negative consequences encourages employees to report data
breaches. Additionally, an organisation should inform their employees when a
data breach has occurred and how they ought to solve it. This will create aware-
ness amongst the employees. Lastly, an organisation must monitor what data
processing they do and what legal ground there are to adhere to.

Overall, the three dimensions of Ensor Framework would be a useful addition
to the current data management practices. There must be a balance between
the three pillars however, if successfully implemented, it can further enhance
companies’ adaptability towards data breaches.
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4.2 Interview B (MICHEL)

All possible vulnerabilities that are related to the organisation and the organi-
sations SaaS solution have been mapped and have been given a priority. Next,
a step-by-step plan for incidents has been made in the case a data breach or a
vulnerability might occur. In case of a data leak it is important for employees to
come together, form a team consisting of different expertise, and give the team
an ability to work independently with a mandate to handle and solve the crisis.
However, the power is shared up to a certain point where management should
intervene and give directions to the employees.

Next to knowing what to do in the event of a data breach it is important to see
if all employees are aware of the steps that need to be taken. To form awareness,
a simulation of data breach scenarios can be used. The simulation checks the
current reactions and awareness to vulnerabilities. Next to experiments, testing
is done in the form of penetration testing. The penetration test is used to audit
the current security of the platform.

Knowledge and information should not be forced upon the employees, but
instead should be spread by the employees themselves amongst the employees. In
addition, the employees should be competent and aware to vulnerabilities. If this
is not the case, they are educated. They should notice vulnerabilities and report it
to the responsible manager. In this small company, short lines of communication
are an advantage for easily approaching each other. Adaptivity and resilience can
be increased by giving training to employees. Security responsibilities should be
carried by the entire company instead of only the security officer.

The Ensor Framework can be a useful addition to the Deming cycle in the
company, if the employees are responsible and receive jurisdiction within their
own domain. Additionally, if the employees share their achievements or mistakes
with others, such communication can further improve a company’s adaptability
and resilience towards data breaches.

5 Applying Ensor Framework For Data Breaches

The last section of this paper will focus on applying Ensor Framework to data
breaches in companies. The Ensor Framework incorporates the notions of power
sharing, knowledge & information sharing, and experimenting and testing. Con-
sidering the theory behind data breaches, together with the qualitative interviews
conducted, the analysis below investigates how each of the three pillars of the
framework can be applied in the data breach context, whilst strongly relying on
the empirical data acquired through the interviews.

5.1 Power Sharing

Ensor considers power sharing as a distribution of power amongst different com-
ponents in a system [2, p. 31]. Thus, in a community example, sharing power is
top-down and implies that members of a community have access to companies
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resources and opportunities created. Considering data breach scenarios, power
sharing can be potentially introduced as a method for improving company’s
adaptability and recovery.

One way of looking at this aspect is from a communitys perspective. Firstly,
ability to influence data safety, storage methods, access possibilities, and other
relevant data security aspects, to some extended must be shared with a com-
munity, and more importantly with a company’s user base. It was found in the
literature research that the snowballing effect may have a serious impact on the
company [7]. Additionally, in multiple case examples companies possessed a full
monopoly on their data and attempted to disclose any data breaches that oc-
curred, without informing authorities. In these cases, community must have a
certain level of power to influence how their data is stored and accessed. The
choice to the user must be given on how much data the user wants to give to a
company. By giving a certain level of power to a local user from a community,
companies may be able to minimise the backlash from data leaks and increase
their adaptability and resilience. The ability to control ones data could poten-
tially decrease a liability on a company.

Another way of interpreting power sharing is looking within an organisations
structure. Shifting companys culture towards a power sharing approach would
result in employees, at different company levels, having more decision making
authority. From qualitative data collected, it was found that the impact of data
exposure can be swiftly minimised once a capable team is assembled. Thus,
every employee who possess certain expertise, should be able to investigate the
data breach. In other words, employees must have the ’power’ to deal with a
data breach. Furthermore, some data security and management processes that
occur on micro-levels in a company can only be managed by the ’experts’ in
the field. Access to sensitive data is in most cases functional, implying that
there is some action that must be performed with data. Thus, as stated by
one of the interviewees, power sharing within a company is a logical step for
ensuring a coherent data access policy. This shows that the power sharing pillar
of Ensors framework could potentially be used to increase companys adaptability
and resilience towards potential data breaches.

However, it has been observed that in the end, the higher-level managers are
the ones that make the final decision. Power sharing is limited by the level of
authority. Low and mid-level employees ought to have power to make decisions
that are within their competency in terms of data access and security, however,
the more important calls are made by managers or a CEO.

5.2 Knowledge & Information Sharing

Knowledge and information sharing is about the sources and processes that are
used to inform various adaptation decisions at the local level [2, p. 34-44]. A
community has to increase their knowledge and access to information, if the
organisation’s goal is to understand the challenges of the future and develop
responses to possible changes. Bringing together different actors with a view
to bridge their understanding of the world is an important pillar of adaptive
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capacity. Knowledge and information can be seen as an input for power sharing,
as each actor brings additional knowledge [2, p. 34-44].

The interviews showed that awareness of employees is a substantial factor
in dealing with data breaches. It is important that data employees are dealing
with is handled as if it is their own data. This should lead to employees to be
more cautious handling sensitive data. Also, information should not be forced
upon the employee but it should be spread by themselves. In the end an or-
ganisation should aim for employees who report data leaks and in which the
reporter does not have to fear for any consequences. In addition it is important
that the employees hired have the correct competences for the job. Hiring some-
one with the right competences doesn’t only make sure that the person has the
knowledge to do his or her job, but also ensures that the person knows when
something is a potential vulnerability. If it turns out that an employee lacks
competences the employee should be given an education or training in which the
competences can be learned. Giving someone education or training will make
sure that the employee can better see the vulnerabilities in his domain. Next to
hiring someone with the right competences for the job, employees should share
the knowledge they have amongst each other. Sharing knowledge makes sure
that other employees also know of vulnerabilities that might not be in their own
domain.

For an employee to gain competence in spotting data leaks they should have
access to knowledge and information. This access can be in various forms, for
example an employee can be sent to training. Another option is to have internal
knowledge bases in which employees can find data breaches that have happened
in the past and what the company did to resolve the breach. Finally employees
should also know what the current safety standards of the company are and also
what tools are available to work with. For example employees should know there
is a secure mail application and also should be encouraged to use it. In the end
the employees knowledge should be validated by for example a test.

5.3 Experimenting and Testing

When considering the interview results, experimenting and testing plays an im-
portant role in data security within a company. Experimenting and testing are
essential for the implementation of a sound data policy within an organisation.
An example of an experiment is the simulation of different scenarios that are re-
lated to security vulnerabilities with employees. An example of a scenario could
be the reenactment of a data breach. Finding vulnerabilities within an organisa-
tion can be done through pen tests. One example of pen testing is by physically
entering the organisation and seeing how much confidential information can be
found. In this first example often a mystery guest is chosen to enter the organisa-
tion. The reason a mystery guest is chosen is to see how much vulnerabilities an
outsider can find within the organisation. Another example of pen testing is by
systematically entering the organisations system and see where vulnerabilities
can be found. The goal of pen testing is to raise the awareness of the organisa-
tion and build the resilience of the organisation. Therefore, prior implementing
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new data protection protocols in a company they must be carefully tested. In
the end, it can be concluded that the third pillar (experementing and testing)
of the Ensor Framework ought to used to improve company resilience.

6 Discussion and Conclusions

Based on the findings, it can be stated that the Ensor framework could po-
tentially be used as an addition to the Deming cycle. The Deming cycle is a
continuous improvement model that relies on constant feedback from the plan-
ning and acting phases. In contrast to the Ensor framework, when applied to
data breach context, the Deming cycle focuses on the prevention and awareness
of data breaches. It makes an organisation look at their processes from a wide
angle and does not force the organisation to think about specific details, for ex-
ample power sharing. Furthermore, it simplifies the reality, assuming that there
are no intermediate steps that occur between the stages. Considering these lim-
itations, the Ensor framework could potentially be used to enhance the Deming
Cycle. The Ensor framework specifically looks at organisational culture details.
The Ensor framework forces an organisation to reflect on the adaptiveness of
their processes and to continuously improve them. This happens by means of
distributing power, knowledge, testing the results, and saving these results for
future references and use. As stated, the Ensor framework obliges an organisa-
tion to think in a certain way that could help reducing the impact of an eventual
data breach.

To continue, this research combined theoretical approach together with qual-
itative empirical data. The research showed that there is a potential to use Ensor
Framework as an addition to the current data-breach resilience methods. The
following recommendations are given on how organisations could potentially im-
prove their adaptivity and resilience towards data breaches by using the Ensor
Framework.

Firstly, on a community level, companies should share power with users on
how their data is handled, in order to minimise a possible data breach back-
lash and decrease company’s liability. Within a companys structure, it is recom-
mended to share power at different levels, giving employees a decision-making
authority when handling data breaches. Nevertheless, more important calls ought
to be done by higher management. Secondly, companies are advised to only hire
people with the right competencies for data security awareness. Otherwise, it is
strongly recommended that the employees are trained accordingly to the required
data security protocols. Thirdly, available knowledge and information should be
made personal when handling data, and companies should communicate their
safety standards internally with their employees. Lastly, to test the awareness
and knowledge of employees, it is recommended to regularly do simulations of
data breach scenarios and find potential vulnerable spots by running pen tests.

In the end, the research question could be answered as the following: compa-
nies can and should use the Ensor Framework in order to improve their adaptivity
and resilience towards data breaches. Nevertheless, it is suggested that a more
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thorough research is done on the subject to completely verify its applicability.
Theoretical research can be expanded by including existing models and meth-
ods currently used for enhancing data breach resilience. More interviews could
also be conducted with experts in data security, in order to support the findings
about the Ensor Framework. The proposed model should also be tested in prac-
tice. A test-model to measure adaptivity and resilience, both organisationally
and system-wise, can be created to gather data from multiple companies.
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