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ABSTRACT 

PlayStation Network service experienced an outage and 

intrusion on 20th April 2011, Millions of user cannot access the 

service and there are possibilities of stolen sensitive information 

such as customer credit card information. 

Multiple ways has been done to handle this crisis, from internal 

to external actions. At the end it is handled very well but still 

has a big impact on PlayStation Network’s earnings. 

This case is an example of an Adaptive Cycle. It has 

equilibrium state, crisis, new combination, and 

entrepreneurship.  
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1. INTRODUCTION 

PlayStation (プレイステーション) is a lineup of video game 

console created and developed by Sony Computer 

Entertainment Inc. (SCEI) a subsidiary of Sony Inc. 

Launched in December 3rd 1994, the original PlayStation one 

was a big hit, reaching more than 100 million sold worldwide 

after 10 years from initial release and combined with the second 

generation PlayStation (SCEI, 2005). The latest PlayStation 4 

released in 2013 was considered as phenomenon, more than 1 

million PlayStation 4 sold in 24 hours after release (SCEI, 

2013). 

On March 2006, days before SCEI released the PlayStation 3 

they announce a service called “PlayStation Network Platform” 

(PSN) that can be connected from PlayStation console that has 

internet connection to download contents and play in a 

multiplayer environment. Later on June 2009, SCEI launched a 

premium subscription for PSN user “PlayStation Plus”. 

 

2. ADAPTIVE CYCLE 

2.1. Equilibrium 

PSN was a big hit; Available in 63 countries throughout the 

world it has 110 Million users (Boxer, 2013). PSN went as the 

market leader among similar services like The Xbox Live and 

Valve’s Steam Services. 

PSN has collaborated with Facebook to include Facebook’s 

services in PSN interface so user can access news feed and 

friends from the PlayStation console. Beside Facebook, PSN 

also collaborate with Netflix to deliver movies, music, and 

television content to PSN user. PSN created an online shopping 

system called The PlayStation Store which user can buy full 

game without getting off the couch. 

It has been a “good business” for SCE since the release of PSN; 

it has more than 100 Million users and a lot of features for 

users. 

2.2. Crisis 

On 20th of April 2011 Millions of PSN user cannot access their 

PSN account or even the PSN Service. Not only the PSN 

Service, users was also unable to access video streaming 

services such as Hulu, Vudu, and Netflix from their PlayStation 

Console. 

The intrusion that caused downtime happened on April 17th and 

19th before SCEI network outage on the 20th. On May 1st, SCEI 

issued a press release and apologies for PSN users and stating 

that they would begin a phased restoration shortly. 

After 6 days of downtime, SCI reported that 77 Million user 

accounts have been stolen (SCEI, 2011) from the same hacks 

that made the downtime. It has been a “Black Swan” situation 

for SCEI since it was their first downtime from initial release on 

2006. SCEI reported that sensitive user data such as credit card 

information had been stolen and they provide step by step 

information on how US users could obtain credit record to 

mitigate unknown usage. 

SCEI assessed the total damage from these events and are 

expected around $171 Million in damage. 

2.3. New Combination 

To make the system secure again SCEI release a mandatory 

update for all PlayStation 3 users and beginning to restore 

connection on each region. SCEI and Sony Inc. done a press 

conference to address these problems and their sincere 

apologies for all PSN users, they bow in front of the media. 

2.4. Entrepreneurship 

After the network problem resolved, SCEI offered a “Welcome 

Back” package for every PSN users who joins before the 

incident. They are entitled to free contents and extended 

subscription for PlayStation Plus users. 

SCEI also changed the company Terms and Conditions define 

that kind of crisis as an enforceable events, thus it will minimize 

the company loss if it happened again. 



From those actions SCEI has successfully recovered from a 

crisis, they still attract users and still have users that joined 

before the crisis. 

3. CONCLUSION 

From those events that happened to SCEI we can see the 

adaptive cycle that happened to SCEI, how they manage to 

handle crisis and learn from it.   

SCEI thinks crisis as a lesson for a better future. They have 

tried their best to minimize the risk of a crisis; one thing they 

missed was a good Disaster Recovery Planning (DRP) for those 

kinds of events. If they have a good DRP I think that the crisis 

would have a much smaller impact to SCEI, maybe after this 

crisis SCEI will create a better DRP based on this crisis. 

SCEI faced “Hell” on this crisis, multiple lawsuits from 

governments, users, and organizations. But at the end they still 

have consumers and make more profit. The PSN service 

continues until this paper is written and still expanding. SCEI 

have experienced the full adaptive cycle and expanding. 
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